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In conflict-ridden environments, timely and accurate information is critical for those dealing with the dynamic
of events. When individuals have to flee, it becomes evident that refugees frequently rely on information
and communication technologies (ICT) for information acquisition, travel coordination, and maintaining
connections with related parties. Based on 17 interviews, this research explores how Ukrainian refugees, who
sought protection in Germany due to the 2022 Russian full-scale invasion, use ICT before, during, and after their
flight. By providing empirical findings, the results show in depth how contextual factors, such as infrastructural
instability, privacy concerns, and an advanced digitalization, interrelate with user behaviors. Analyzing the
multifaceted civilian ICT use in the context of war and flight, this exploratory research contributes to the
existing research on HCI in migration contexts and connects to several topics of CSCW. By contrasting case
specifics, this work highlights what makes Ukraine a special case in this research area. Furthermore, this paper
examines both existing and emerging affordances of ICT in the context of flight and identifies the crucial role
of messenger groups for information gathering in all phases of the flight. Lastly, collaborative dimensions of
the identified affordances are discussed.

CCS Concepts: • Human-centered computing → Empirical studies in HCI; Empirical studies in
collaborative and social computing; • Social and professional topics→ Cultural characteristics; •
Security and privacy→ Social aspects of security and privacy.
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1 Introduction
In February 2022, the start of the Russian full-scale invasion of Ukraine triggered widespread
humanitarian distress and prompted "the fastest and largest displacement of people in Europe since
World War II" [95]. Over 5.8 million refugees from Ukraine were registered throughout Europe
[94], of which over one million were registered in Germany in 2022 [88], making it the second
most important destination in the EU after Poland [18]. Framed as a "special military operation" by
Russian officials [32] and called a war by UN officials [72], the ongoing conflict also represents the
largest land war in Europe since 1945 [34]. Nowadays, conflicts and wars are often influenced by
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diverse technologies, marking a notable evolution in their dynamics. Amid the Ukraine invasion,
hacktivism [63] and viral TikTok videos featuring soldiers [21] have become illustrative of this
development. Since 2019, Ukraine’s Ministry of Digital Transformation has spearheaded extensive
efforts to digitalize public administration by 2024 [38, 69], a central aspect of crisis management
during the ongoing attack. As of 2022, 76.6% of the population uses smartphones, reflecting the
rapid pace of digitalization [87]. The refugee movement from Ukraine is similarly characterized
by increasing digitalization and the reliance on smartphones for seeking assistance and accessing
crucial information. Hence, gaining insight into how refugees use information and communication
technologies (ICT) becomes crucial, as it allows us to identify challenges and advantages related to
their use [81]. For the CSCW community, a detailed understanding is vital to tailoring research,
design implications, and developments to local and specific needs, ensuring their work remains
socially relevant, ethically sound, and positively impactful. Given the diversity of contexts, it is
essential to examine each situation in depth rather than seeking "one-size-fits-all" solutions for the
challenges related to migration and displacement. Moreover, the war in Ukraine raises questions of
infrastructure resilience: While the rapid exchange of information could strengthen the self-help
capacities of the civilian population, excessive dependence could have negative consequences if
the systems are impaired, for example, by power outages, and affect the online cooperation of the
population.
So far, existing research, including within the HCI domains, has extensively explored refugees’

use of ICT during their displacement [1, 8, 50, 89]. Generally, most studies conclude that refugees
express diverse privacy concerns and exhibit varying technology preferences, shaped by factors like
their specific context, threat perceptions, and individual dependencies. For example, scenarios in
which one’s own government or other entities, such as the military, might seek access to one’s data
can significantly influence these concerns and preferences. Unlike individuals fleeing from war-
torn and internally unstable countries like Syria [65, 89], the situation in Ukraine involves people
fleeing from a technologically more advanced country facing solely an external aggressor, namely
Russia, thereby setting it apart from other countries [67]. The large-scale refugee movements
within a highly digitalized country present a novel and pertinent topic for HCI research aiming to
comprehend the context-specific technical needs. Abu-Salma et al. [2] find studies within the HCI
community need to find holistic approaches to study digital security practices, and consider the
past, the present, and the future. In a reflection on the role of HCI in responding to the refugee
crisis, Talhouk et al. [91] identify main challenges faced by refugee to be "(1) access to services; (2)
integration into host communities; and (3) journeying to safety." Our work studies these aspects for
the case of Ukrainian refugees by examining the effects of war on ICT access and infrastructural
stability and the availability of devices, examining the role of ICT during the journey, and the use
of ICT during the arrival and resettlement phase in Germany. Recognizing the gap in academic
studies that specifically focus on refugees fleeing from Ukraine, our research aims to address the
following research question (RQ):

RQ: How do refugees from Ukraine use ICT before, during, and after their flight?

Employing qualitative methods, this paper endeavors to answer this RQ by delving into the
individual experiences of 17 Ukrainian refugees who sought asylum in Germany throughout
2022. Our focus includes exploring the use of technology in war zones, the impact on necessary
technical infrastructure, social media networking among civilians, online coordination of flight,
challenges during the journey, and the use of ICT to facilitate arrival in Germany. Generally,
gaining profound insights into local conditions and the needs of refugees can greatly improve
the quality of subsequent technical design considerations [30, 82]. In response to the Ukraine
invasion, the Director-General of the International Organization for Migration emphasized the
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need to understand the intentions and needs of refugees [72]. According to Talhouk et al. [91]
“there is great opportunity for HCI researchers to take on action-oriented research responding to
the challenges faced by refugees.” At the same time, Sabie et al. [81] conclude that HCI research on
migration is still in its exploratory phase, to which we aim to further contribute with this paper.

2 Related Work
Recently published research on Ukrainian refugees in European countries [18, 31, 53, 55, 75] pri-
marily concentrates on demographic characteristics, integration processes, policies, and individual
experiences related to the war. Our study distinguishes itself by its emphasis on technology use, a
dimension that has not been the central focus of prior research focusing on Ukrainians leaving
their country since 2022, except the study by Khvorostianov [52].
Outside the scope of Ukraine, numerous studies extensively explore refugees’ general ICT

access and usage, social inclusion, and service access [81]. Sabie et al. [81] study the field of HCI
research in the context of migration and refugees and provide an overview on topics, research sites
and populations that have been studied. Alencar [8] and Moran [68] provide literature reviews
examining the use of ICT by refugees in other contexts across different stages of displacement.
This involves the use of technology in the preparatory phase, within the country of origin, during
the actual flight, upon arrival in the destination country or within camps, and during subsequent
stages of social inclusion in the host country. Given the variety of reasons for flight, our focus on
smartphone use in the country of origin is limited to existing studies in the contexts of (civil) war,
conflict areas, or with reference to Ukraine.

2.1 ICT and Smartphone Use in Times of War
The HCI and CSCW literature on civilian ICT and smartphone use during wartime is limited. Rohde
et al. [79] investigated the use of ICT by opposition forces and activists during the Syrian civil war.
They looked at the infrastructure and found civil war front lines were represented in the telecommu-
nication infrastructures, highlighting heterogeneity and fragmentation of connectivity for civilians
depending on their location, which could also apply to Ukraine. Wulf et al. [102] examined the use
of ICT in the Syrian civil war by activists and opposition members. They also considered the role of
social media, especially Facebook and Twitter, which were used despite surveillance. By monitoring
social media, political opponents could have been identified. Talhouk et al. [91] reported that for
conflict zones, telecommunication infrastructure may not be consistently accessible. Wulf et al.
[102] discovered that Syrian rebel army officers countered this with satellite phones. They further
point to the role of videos in documenting war crimes, spreading disinformation, and deploying
propaganda, such as tactics aimed at demoralizing the enemy during the Syrian civil war [102].
Specifically for context of the war in Ukraine, there have already been some initial studies on

ICT use. Horbyk [45], for example, looked at smartphone use by Ukrainian front line fighters in
the Donbas conflict (2014-2022). They find a "hybridization of the military and the intimate", e.g.,
when the soldiers’ personal mobile equipment closes gaps in military gear, or when a direct line of
communication is established between the civilian population and the soldiers. Within the context
of the Donbas conflict, Shklovski and Wulf [86] investigated the use of mobile phones among
civilians, volunteers, and soldiers. They report of knowledge consisting of a mix of myths and
deep technical knowledge helping to mitigate risks of government and enemy surveillance. The
authors highlight problems arising from the "always-on always-connected" devices in a wartime
context and discuss strategies such as handling SIM cards, changing positions before using phones,
or turning off phones to evade surveillance or localization by Russian intelligence or military.
Shklovski and Wulf [86] also mentioned social functions, e.g., being connected with beloved ones,
dealing with boredom of war, and keeping up-to-date with information.
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In a study on Ukrainian adolescents fleeing from the invasion in 2022, Khvorostianov [52]
identified three primary functions of ICT use: (1) emotional shelter, (2) social shelter, and (3) a
"time capsule": This refers to the preservation and continuation of the disrupted life in Ukraine,
the continuation of hobbies, and the preservation of memories. During the invasion on site, the
adolescents used smartphones with headphones to block out negative stress stimuli, such as the
sounds of explosions and shelling. Zarembo et al. [104] explored how ICT contributed to civil
resilience in Ukraine after the invasion and highlighted the importance of the smartphone as a
"resilience hub". They particularly pointed to the prominent role of Telegram among other social
media platforms. Other researchers have looked at the 2022 invasion from a technical perspective:
Jain et al. [48] looked at the stability of the internet connection by inspecting network package loss
and found that the degradation of the connection correlated with the presence of Russian troops in
the region.

2.2 ICT and Smartphones Use in Transit
As flight often occurs within the framework of mixed migration, with comparable routes and
challenges [33, 85], we include studies that specifically address the use of ICT in a broader migration
context. Some studies concentrate on individuals from the extended MENA region migrating to
Europe [6, 9, 17, 26, 37, 58, 65, 66, 89], while others explore the ICT practices of migrants and asylum
seekers in Latin America [74], or others aspiring to reach the US [71]. Many studies emphasize the
importance of the smartphone as a means of agency [9, 89]. Merisalo and Jauhiainen [65] discovered
that even individuals who had not used ICT before were likely to adopt them during the journey.
One of the most crucial use cases is for route planning and to facilitate movement [9, 26, 89]. Alencar
et al. [9] describe the smartphone as an organizational hub with various purposes: localization,
liaising to deal with uncertainty or lack of information, and administration of personal and legal
documents. It would serve as a lifeline, offering support in emergencies, providing a source of
mental reassurance and enhancing feelings of safety [9]. The aspects of the smartphone as way for
"diversification of available information" [26] and social media as a "key source of information"
[6] is mentioned by most studies [6, 26, 37, 58, 65, 89]. Generally, social media can offer cheap and
easily accessible information [26]. Commonly used apps and platforms areWhatsApp and Facebook,
which is also found by research of digital practices of migrants and refugees coming to Europe
[37, 66, 89], although this might be biased by a strong cultural influence depending on the user’s
origin. Other apps commonly mentioned are YouTube, Skype, Viber, Instagram, and Twitter [37, 66].

AbuJarour et al. [6] describe the uncertainty deriving from lacking or unreliable information and
the importance of dealing with it for decision making. Wall et al. [98] coined the term "information
precarity" to describe this. Borkert et al. [17] highlight the challenge of dis- or misinformation and
the importance of strategies to validate rumors on social media. In these situations, Piste Beltran
and Mendieta-Ramírez [74] emphasize the significance of relying on personally known contacts as
sources (e.g., of information within Latin American migrant networks), as opposed to considering
media reports, which are viewed as unreliable by some. Often, word-of-mouth tended to be the
most important source of information. They also found a tendency to ignore information which
might be important but could cause concern, distraction, or uncertainty.
Another negative aspect is the heightened vulnerability to digital surveillance and privacy

violations, either by governments, border police or other entities [35, 37, 42, 58, 89]. Further risks
arise by using the data for social sorting within asylum procedures or within refugee camps [16, 59].
These risks are often addressed by strategies like clearing Facebook and using pseudonyms [37, 89],
using encrypted platforms to connect with smugglers [37], and protecting information about their
intended routes [37]. Other strategies can be changing SIM cards, the disposal of smartphones
or anonymity efforts like the use of a VPN client, the anonymous purchase of SIM cards, and
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smartphones or use of code language [89]. Different authors emphasize that the connectivity of
refugees is dependent on (potentially fragile) infrastructural aspects such as charging infrastructure
for batteries, SIM cards, and WiFi hotspots [9, 37]. Gillespie et al. [37] highlight problems that can
result from not being able to provide documents when buying a SIM card and are dependent on
(sometimes illegal) help by others. Expanding beyond commonly discussed elements like route
planning, information retrieval, and communication with close contacts [91], Khvorostianov [52]
in the context of Ukraine, reveals that smartphone use serves to alleviate waiting times, e.g., at
borders, through activities like watching videos. Additionally, the author notes the emotional and
social support provided by smartphones in situations of limited privacy within refugee camps.

2.3 ICTs and Smartphones for Arrival and Social Inclusion
To fully grasp ICT use during displacement, it is essential to explore how ICT and smartphones
help to arrive and foster social inclusion for refugees in their host countries [14, 103]. Fisher [30]
highlights that the majority of HCI/CSCW studies exploring how refugees integrate into receiving
communities have been conducted in European countries. Nevertheless, we will also touch upon
noteworthy findings from studies conducted in Latin and North America.

AbuJarour et al. [4] finds well-being and the sense of agency as two goals of social inclusion for
refugees in Germany, with ICT supporting by empowering users. The function of empowerment
for social inclusion is also mentioned by other researchers [11]. Research on the use of ICT by
migrants and asylum seekers with irregular legal status, conducted in places such as Italy or the US,
underscores the positive impact of ICT use on well-being and a sense of security, while challenges
related to legal status may still arise, including potential surveillance issues [40, 42]. ICT can help
them to form and leverage large contact networks, avoid detection by authorities or engage in
the underground economy if they are not allowed to work legally [40, 42]. While most privacy
concerns within these contexts are related to their fear of detection and are connected to their
irregular legal status (which might not be transferable to ‘regular’ refugees from Ukraine), the
role of ICT, especially Facebook for maintaining migrant networks is central. Herbert et al. [44]
observe widespread smartphone usage among individuals with a migration background, and note
an increased incidence of experiences with cybercrimes, suggesting a heightened vulnerability to
such risks. Jauhiainen et al. [49] highlights the role of ICT for transnational digital practices for
forced migrants limited in their physical mobility. Ruokolainen and Widén [80] discuss the role of
misinformation among asylum seekers and identify the problems of incomplete or inadequate official
information, outdated information, the role of trusted gate keepers, unrealistic expectations on the
base of rumors and distorted information, e.g., on social media or within asylum seeker networks.
Melella [64] also highlight the importance of ICT in facilitating stronger connections for individuals
with migration backgrounds. The study revealed that South American migrants in Argentina
utilize platforms such as Facebook or Skype for cost-effective and immediate communication
with peers in their country of origin. Andonaegui et al. [12] find social networks would enable
transnational migrants to communicate with their origin communities, enable them to communicate
synchronously and asynchronously and sustain their family role from abroad, an idea we find
connected to the idea of the "time capsule" by Khvorostianov [52].
In sum, research has explored ICT and smartphone usage in various conflicts and migration

scenarios. Yet, there is a scarcity of research dedicated to the Russo-UkrainianWar and its escalation
in 2022, where Ukraine serves as an example of a highly digitalized nation impacted by conflict.
Much of the existing research on refugees’ ICT use focuses on populations from digitally less
advanced countries. Sabie et al. [81] show in their work that while Europe is a major research site
formigration and refugee studies in HCI, so far, the research focus has been onmigrants and refugees
from the MENA region, and European refugee populations had not been studied in their ICT use
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behavior when their analysis was conducted. Several HCI researchers interviewed in the paper state
that the most significant academic contribution would be to introduce "a politically/economically-
motivated but a socially-bearing issue to the HCI field and presenting an understanding of various
cultural needs of diverse migrant communities" [81, p. 21]. Furthermore, very few studies have been
published that comprehensively examine all stages of displacement [6, 28, 65], with Alencar [8]
explicitly mentioning a lack of studies addressing the phase before the flight. Moreover, few studies
focus predominantly on interviews with female refugees. This is particularly relevant given the
unique circumstances in Ukraine, where the majority of women are leaving due to the "sex-selective
military recruiting law", which states that Ukrainian men eligible for military service are not legally
authorized to leave Ukraine [67, p. 1]. In other contexts, however, it is primarily men who flee,
often due to the perilous nature of the flight routes [25]. Additionally, the research landscape lacks
sufficient exploration of refugee ICT usage in the post-pandemic era despite the evident influence
of the pandemic on technology adoption and integration.

Our study endeavors to address the identified research gaps by offering thorough and exploratory
insights into the use of ICT among Ukrainian refugees in the different stages of flight. We use these
results identify relevant case specifics and affordances to analyze collaborative aspects using the
Model of Coordinated Action (MoCA) [60].

3 Method
In the following, the methodological procedure will be presented. Due to the sensitive nature of the
topic, as also outlined by Sabie et al. [81], we’ve strictly followed research ethics and do-no-harm
principles to safeguard participant well-being [22, 93, 100]. The study received IRB approval by the
authors’ institution.

3.1 Data Collection
To gain detailed insights in the lived experience of Ukrainian refugees, we conducted qualitative
interviews (𝑡max = 103 min, 𝑡min = 46 min, 𝑡 = 73 min) with Ukrainians that fled from Ukraine to
Germany (𝑁 = 17), following the onset of the full-scale invasion on February 24, 2022. The interviews
were carried out between September (2022) and January (2023) in different German cities until we
perceived that theoretical saturation had been achieved. We employed multiple strategies for data
collection, including collaborating with volunteer workers at refugee contact points in various
German municipalities (purposive sampling), contacting administrators of Telegram help channels
dedicated to Ukrainian refugees, and then utilizing snowball sampling techniques [36]. Additionally,
we engaged in preliminary discussions with professionals collaborating with (Ukrainian) refugees,
gaining valuable insights in advance. This process enhanced our understanding of the potential
feasibility of conducting a study involving individuals that have potentially experienced trauma.
Prior to the interviews, we prepared a semi-structured questionnaire (see Appendix A) that

was developed through an abductive approach, drawing on existing studies on technology use
in flight contexts [54, 78, 90]. Overall, we covered several aspects, including (1) information on
flight route, (2) relevant apps and general user behavior, (3) communication during the Russian
invasion, (4) flight planning and connection with peers in target countries, (5) social media use,
trust and information verification, (6) privacy considerations and adaptations of user behavior,
and (7) impairment of digital and electrical infrastructure and the impact on user behavior. All
respondents were questioned equally on the various aspects.

All interviews, except for one, were carried out face-to-face. For the online interview, we opted for
jitsi (E2E encrypted and GDPR-compliant) to ensure data security. The face-to-face interviews were
conducted at locations selected to ensure the comfort of the participants (e.g., refugee accommoda-
tion, café). Before the interviews, participants (18 and older) were provided with comprehensive
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(a) Map of events of political violence in Ukraine (explo-
sions, armed clashes, air/drone strikes, violence target-
ing civilians) based on the publicly available data of the
"Ukraine Conflict Monitor" [13] by the Armed Conflict Lo-
cation & Event Data Project (ACLED) [77].
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3

1

2

1
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Number of interviewees

(b) Origin regions of our interview partners. The number
within the circles corresponds to the number of interview
partners from the respective region

Fig. 1. Maps of the regions of Ukraine depicting (a) main areas of attacks and (b) origin regions of our
interview partners.

information regarding the study’s objectives and data processing procedures. Each interviewee
provided consent by signing a consent form offered in English, Ukrainian, and Russian. While the
majority of interviews were conducted in English, eight interviews involved the use of a translator
of which seven were conducted in Russian and translated to German. The translators were not
professional interpreters; however, they were also commonly consulted by local municipal admin-
istration. In one other instance, an interviewee chose to rely on a trusted friend for the translation
process. All interviews were audio recorded using a designated recording device to ensure safe data
storage. The participation was voluntary and not financially compensated to avoid false incentives.
In case the interviews took place in cafes, the interviewer covered the associated costs.

3.2 Interview Partners and Case Selection
The interview partners (𝑁 = 17; 13 females, three males, and one trans-woman) predominantly
self-identified as female, mirroring the gender distribution observed among Ukrainian refugees in
Germany, which indicates a significant gender imbalance with approximately 80% being women [29].
This gender imbalance is different from most other refugee flows discussed in HCI literature and is
in line with literature on refugee movements [56] and can be attributed to compulsory military
service in times of war, effecting a ban on leaving the country for healthy male citizens aged from 18
to 60 [27]. Research, like that of Gray and Franck [39], has demonstrated that gender significantly
influences the experiences of displaced individuals. Based on estimations by the interviewers
the interview partners covered an age range from approximately 20 to 65 in a relatively equal
distribution. Many interviewees stated that elderly family members chose to stay in Ukraine.
To grasp potential variations, such as mobile reception, we asked the interviewees about their

origin regions in Ukraine (see Fig. 1b). Five of our interview partners fled from regions that had
already been occupied by the Russian army. Nearly all of our interview partners reported their
area of origin was already under attack when they left or was attacked shortly after (see Fig.1a).
We further asked about their first language as Ukraine has a large percentage of Russian speaking
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population (29%), although many people are bilingual. We did so because we assumed there could be
a greater cultural influence by Russia and Russian media. Of our seventeen interviewees, four spoke
Russian as a first language (IP10-13)1, three spoke Russian at home, but considered themselves
bilingual (IP2,8-9), six were bilingual (IP3-7,14), and three spoke Ukrainian as a first language
(IP15-17). Moreover, in our effort to minimize the collection of personal data, we did not request
further personal information.
In the following, we want to provide context for the case selection, as it is crucial to note that

Ukrainian refugees arriving in Germany face(d) different circumstances compared to previous
refugee flows. A key factor for this is the activation of the "Temporary Protection Directive"
of the EU [92], which simplifies bureaucratic processes and easier access to housing and work
allowances [24]. People from Ukraine have been granted visa-free entry to Germany and all other
Schengen countries since 2017. They can thus travel to and from their home country without losing
entitlements, relieving them of the uncertainty of asylum processes. Other difficulties, e.g., with SIM
card registrations for which legal documents are required, did not apply due to Ukraine’s digital ID
system and the extensive provision of free SIM cards for Ukrainians by several mobile providers.
Within the discussion section, we will discuss how these and other contextual factors (e.g., racist
resentments) might have affected the results. Some argue that geopolitical considerations have
significantly influenced the more positive reception of Ukrainian refugees [41], and that there was
an overall favorable perception of them within German society. Brücker et al. [18, p. 397] therefore
point out the "need for a more nuanced understanding of the experiences of Ukrainian refugees."

3.3 Data Analysis
The collected audio data was automatically transcribed offline (using OpenAI Whisper [76], an
open-source speech-to-text model, in Python), manually corrected and formally anonymized. The
resulting transcripts were then analyzed and coded by two researchers, using MAXQDA. The
data analysis was inspired by qualitative content analysis [61] and followed different coding steps:
Initially, two authors individually openly coded the transcripts sentence by sentence. In a second
step, the codes were collectively discussed as recommended by Mayring [61] and grouped in
higher-level-categories according to their thematic overlap (see Table 3, Appendix). Overall, 23
core categories (containing 2557 codes) were identified by drawing from both theoretical concepts
and building upon the collected empirical data. Given the sensitivity of the research, the audio files
were deleted, and the transcripts are anonymously stored in encrypted file containers and can only
be accessed by the authors to prevent any possible privacy violations on the base of correlating
autobiographical details.

4 Results
In this section, we will organize the findings derived from our interviews, examining ICT use
throughout the different phases of our participants’ flight experiences.

4.1 Pre-Flight: ICT Use in Ukraine after the Russian Full-Scale Invasion
Our findings indicate that every participant in our interviews owned a smartphone. Some respon-
dents mentioned having a laptop (IP5,7-9,10,15) or tablet (IP7,10,12-13) as well. However, these
devices were perceived as less significant. When asked about the importance of smartphones and
the internet, interviewees stressed their significant relevance (IP1-3,6-8,14), with some regarding
them as the utmost priority (IP12-15).

1We used interview partners’ identifiers (IP = interview partner) for statement sources. If statements could somehow be
interpreted as incriminating, we omitted the identifier as an additional privacy measure.
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4.1.1 The impact of military attacks on infrastructure and adapting to instability. Smartphones
and ICT can only be useful with the necessary infrastructure: electricity or other possibilities
to charge batteries, cellphone towers and antennas providing phone reception, WiFi networks,
internet infrastructure, and landlines. Media reports indicated these infrastructures were targeted
by Russian military attacks [19]. Consequently, we asked our interlocutors, whether and how
military attacks affected the infrastructure. Interviewees reported blocked signal, presumably by
the Russian military (IP2,7,10-11), no or unstable mobile reception and slow internet (IP2,6,8,10-
11,15-17), especially during the attacks in the beginning (IP3,12-13). Complete outages or unstable
connection were especially reported by the interviewees from the occupied zone (IP10-11,15-17).
Furthermore, TV and cellphone towers were specifically attacked by the Russian military (IP15).
In some regions, the connection was quickly reestablished (IP3,8), partly using StarLink satellite
internet (IP9,15). The interviews highlighted the crucial role of communication for the Ukrainian
population, underscoring the need for a prompt infrastructure reconstruction in case of any damage.

While internet shutdowns and attacks on TV towers had varying impacts on the accessibility of
information through TV across different regions (IP7,15-17), only satellite TV remained operational
in the occupied zone, as Russian forces were unable to block it (IP15-17). Others used radio as
an alternative for information gathering (IP11). In the face of unstable reception, people found
personalized solutions to receive messages:

"[IP11] always left the phone outside , so that [they] could get information from outside
[the occupation] . Because [they] had little reception, so [they] didn’t have it in the house.
(...) And [IP11] just put the phone in a winter hat and then left it outside. And then, in the
morning, they could read messages, if there were any." (Translator for IP11)

Given the constraints and unreliability of smartphone communication in certain instances, there
was a growing reliance on personal contacts and face-to-face information sharing (IP10-11). IP15
reported that people would bike to the next village and go from house to house to deliver news.
In addition to disruptions to internet and mobile connections, electricity was also impacted in

various parts of the country (IP2-3). The extent of the disruption varied depending on the time
and the proximity of regions to the front line or areas under more intense attack. Electricity issues
caused some routers to stop working, which consequently shut down landlines (IP15) and WiFi
internet, and sometimes even mobile internet (IP1-2). At times, electricity issues could be addressed
using a generator or by charging phones in the next big supermarket, which had an ensured power
supply (IP1). To address electricity shortages, electricity providers have introduced alternating
turns for the parts of cities to be supplied. These could be looked up on their website (IP6). This
also affected the communication during these times: People posting "See you after five days for the
next turn on electricity" (IP1). IP1 highlights the importance of asynchronous communication in
times of infrastructural uncertainty.

4.1.2 Staying informed in times of war: Connecting on messengers and social media. Following the
invasion, obtaining war-related information became crucial for Ukrainians, particularly through
messengers or social media. Relevant information included the well-being of beloved ones and
getting a realistic assessment of the situation in their own area and elsewhere in the country.
Besides getting news directly from peers via chat messages or phone calls, many of the interviewees
reported reading news on social media. Particularly Telegram was a common platform, either
through channels where only administrators posted, and users received information, or in local
public chat groups and self-help chat groups where individuals could also share updates. Even
politicians, such as President Zelensky, used their own Telegram channels to keep the public
informed (IP4-5).
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IP7 stated receiving news "mostly on Telegram. Because they usually have links to the websites,
so I think you can trust them." This answer was exemplary for many of our interlocutors. While
IP7 trusted in the reliability of information shared on Telegram, mis- and disinformation within
Telegram groups were frequently mentioned. The majority of interviewees expressed a belief that
Russians had infiltrated these public groups (IP1-2,4,6-16). IP8 stated that they believe recognizing
Russians based on the negative remarks they make: "Sometimes they just talk not really good stuff and
they expose themselves by it". Strategies such as gating the chat groups, for instance, by making them
private (IP14) or banning users assumed to be Russian based on their posted content (IP7-9,12-15),
were implemented to address these issues. Another approach involved converting the groups into
channels where only administrators could post. Individuals seeking to share information had to
then contact the administrators, who acted as gatekeepers for publication (IP3-4,12-13).

In addition to infiltrated public chats, IP7 reported the existence of fake news channels where Rus-
sian propaganda was shared. Moreover, several deceptive channels attempt to establish credibility
by sharing accurate information on specific topics, while also interspersing misleading information
(IP14). Many participants had some strategies to check for the trustworthiness of information.
Besides checking for credible source links, checking for plausibility, having and estimation of the
trustworthiness of the posting user/channel administrator (IP14), personally known contacts were
contacted to verify information via the personal network (IP14).

"Do you understand that every information channel can do information? They can do
information on how they think or how they saw it. When I see it on a different information
channel, when I have some people, who can tell mewhat really happened, I read information
from the information channel. I speak with people and then I understand what is the real
situation." (I6)

Moreover, the Ukrainian military or government would provide lists of reliable news sources (IP10).
Several interviewees highlighted the importance of local groups for faster and more accurate
information and warnings (IP10,14). "Actually, so quick news, so actually in the war, the most
important is to act in time, okay?" (IP14). Another ICT-based way to receive critical information on
attacks or government warnings is the use of warning apps and air raid siren apps such as Air Alert
(IP2-3,5,12-14). While normal sirens (IP5-6) or warnings in chat groups (IP12-14) were mentioned
as important as well, IP14 highlighted the usefulness of the air raid warning app for individuals
working indoors with headphones on so the physical sirens would be overheard. The warning
would arrive hours or minutes before strikes would hit, providing time to reach a nearby shelter.

Since a most of our interviewees were fluent or native speakers in Russian, we whether they
would read Russian news. Some mentioned ceasing to read it due to its apparent dishonesty, while
others continued out of curiosity or to gain insight into Russian perspectives (IP4,8,12-13). IP4
expressed that "sometimes [the news is] really like ridiculous." Several interlocutors reported they
stopped using Russian websites or social networks, or listening to Russian podcasts (IP7).

Aside from information sharing among users and receiving news from different channels, users
could also provide information, such as details on Russian military activity, directly to the Ukrainian
government or military. Although none of the interviewees explicitly admitted to providing such
information themselves, they demonstrated awareness of certain tactics. For instance, IP14 stated,
that the Telegram bot e-Voroh (translated: e-Enemy) could be used. Especially in wooded areas,
which could not be well monitored by military drones, user reports were found valuable (IP14).
Also, pictures of markings for bomb attacks could be posted (IP2). Later, any pictures would need
to be deleted, so it would not be possible to restore them, to not incriminate the person in case of a
search or arrest (IP2). In other cases, people could use Signal to provide information to the military,
e.g., on the position of tanks (IP15).
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4.1.3 Privacy considerations during war and foreign aggression. For most participants, personal
digital privacy did not stand out as a primary concern. IP4 stated: "I don’t have any secret information
which should I worry about." Many conveyed the sentiment that they considered themselves ordinary
individuals with nothing to conceal (IP2). Nevertheless, there appeared to be an awareness of
confidential information that should be safeguarded from falling into the wrong hands, such as the
Russian enemy. This awareness was cultivated, in part, by the Ukrainian government’s prohibition
on disseminating military information and details of attacks. The government conveyed this
restriction, often referred to as "information silence", to the population through various information
channels. IP5 explained: "information [such as] photos [and] videos of moving [and] of our technique,
of our troops. It’s illegal. It’s against the law and posting videos of the Russian attacks. (...) Only after
the main resources like our president or our people who help him send this to the mass media. After that,
you can show what’s happening." It was evident that the interviewees shared a collective awareness
of refraining from posting security-sensitive information and communication details immediately
after attacks. This precautionary measure aimed to prevent the potential use of such information
by the Russian military to adjust their artillery (IP3).
Another case in which privacy was also relevant and led to privacy-adjusted user behaviors

was having contact with the Ukrainian government, military, or authorities, especially from the
occupation, where people have to fear life-threatening repercussions for this. Here, one strategy
was to avoid a direct communication line: People would contact trusted persons outside of Ukraine,
who would then pass on the information to authorities. For this, secure messengers like Signal and
VPN clients would be used. Some reported using code language to obfuscate their communication
and prevent deciphering without prior knowledge. A similar use of code language was reported
outside of the occupation, when talking about attacks to relatives. To adhere to information silence,
individuals avoided direct references to streets or places, opting instead for obfuscated information
requiring local or interpersonal knowledge. In terms of privacy, individuals in the occupied zone
took additional measures beyond following external and internal (reporting) guidelines about the
invasion. Some opted for a secondary SIM card (IP10) or a dedicated smartphone (IP15), and they
made sure to power off these devices when not in use to avoid localization. Since the occupiers
apparently require(d) people to use Russian SIM cards (IP15), probably for surveillance reasons,
people tried to use Ukrainian SIM cards for, e.g., accessing their online banking or services that were
deemed illegal, were blocked or surveilled (IP15). As sources of knowledge for the aforementioned
privacy practices, respondents cited TikTok and YouTube, along with learning from another or
acquiring information through chat groups (IP10-11,15-17).

4.1.4 Importance of using ICT in flight preparation and “Diia” for digital identity management.
Many of our interviewees reported having had connections to Germany before coming, either
directly via friends (IP2), family living abroad (IP5) or indirectly via contacts of friends (IP8). IP6
mentioned discovering a driver on Instagram, while others coordinated carpooling through group
communication on their phones. Due to congested highways, destroyed bridges, and depleted gas
stations, interviewees resorted to online checks for road conditions and gas availability along their
routes (IP4,10).

Furthermore, having the necessary documents for border crossings was crucial. Many intervie-
wees stressed the vital role of the government’s Diia app for this — an app serving as a document
wallet (e.g., passport), healthcare record repository (IP5), COVID-19 certificates, payment option,
government information source, and platform for public surveys. After the invasion, this app was
enhanced by many functions, e.g., collecting donations for the military (IP14) or a war game that
aims "to cheer up Ukrainians [by] destroying Russian troops" (IP3). Since not all people had a passport
which needed more processing, they could also get an extemporary "war document" within Diia,
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so they could cross the border for flight (IP3). Within the occupied zone, all visits to the authorities
had to be replaced by Diia, since the local administration had left (IP15). Overall, a total of 15
interviewees stated that they had actively used Diia before and during their flight.

4.2 Flight: ICT Use in Transit
The means of transportation varied and were often changed for different sections of the journey:
Eleven participants used a bus (IP1-5,7,12-13,15-17), eight went by car (IP1,3-4,6,9-11,14), and nine
used a train (IP2-3,5-6,10-11,15-17). While most interviewees came from Ukraine via Poland to
Germany (IP1-3,5,11-17), some had to take indirect routes via other countries first, e.g., Moldova,
Romania, Slovakia, Hungary, and Czech Republic (IP1,4), or took another route via Hungary
and Austria (IP6). Due to the necessity of stopovers, some individuals were compelled to seek
temporary accommodation in shelters or vehicles (IP4), or alternatively, at the train station (IP6).
Five participants had fled from territory occupied by Russian forces (IP10-11,15-17). Given the
dynamic circumstances, the flight often involved plan adjustments and continuous re-planning.

4.2.1 Navigation: Planning and adjusting the route to Germany with chat groups. Very important
functions during the escape for the interviewees were navigation or proof-checking routes. The
majority of interviewees indicated using Google Maps (e.g., IP5), with only a few opting for Apple
Maps (IP7), and Maps.Me (IP3). Six mentioned downloading maps for offline navigation to ensure
accessibility in case of connectivity issues (IP2,8,10,12-14). Resorting to paper maps (IP6) or relying
on road signs (IP7) were mentioned as contingency plans in case of an empty phone battery. In
some areas, street signs were deliberately removed to confound Russian soldiers, contributing to
the importance of smartphone navigation (IP15-16). Further, local chat groups were also important
for proof-checking the routes (IP10,15). Particularly when leaving the occupation, for example, it
was possible to organize bus or car rides through the escape corridor, some of which went through
mined areas (IP10,15-17).

"Of course, the most important thing was [Telegram]. All the messages were there. It was
particularly important on the road. ’Something happens, something drives.’ (...) At once,
30 cars driving and then, when they drive past a place where it’s a ’gray zone’, so to speak
[I: That was this ’escape corridor’, right?] Exactly. When they reach a place or gray zone
- gray zone, there’s nobody in the place — then there are battles and then they always
wrote whether it’s dangerous. Where mines are, because they drove between mines. Mines
should be pushed aside." (Translator for IP10)

Another aspect that gained importance for some during their flight was the availability of local
support, primarily facilitated through social media groups. In some cases, interviewees mentioned
to have accepted such assistance spontaneously. IP3 reported that someone "came from Germany
to Kraków just to pick us up and bring to [city]." This indicates the presence of volunteers from
various nations within these support groups and highlights the provision of transnational assistance.
Overcoming the language barrier with volunteers often presented a challenge, highlighting the
indispensable role of translation apps in addressing this issue (IP1).
Another important function, that was already essential during the preparation, was finding or

booking accommodation (IP3). Challenges mentioned by some interviewees included the lack of
familiarity with people that offered accommodation, leading to nights being spent in train stations
(IP6), cars (IP4), or communal accommodations (IP4).

4.2.2 Ensuring privacy and data security in transit. A central aspect frequently mentioned was the
practice of physical checks of smartphones by border officials or at military checkpoints when
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individuals were leaving the occupied territory (IP2,10-13,15-17). While, according to our intervie-
wees, Ukrainian border police or military mainly searched for Russian collaborators, supporters of
the Donbas military (IP2), or men aiming to avoid military service, Russian military searched for
partisans and soldiers (IP10-11,15-16), or useful information related to the administration (IP15).

"(...) 38 ‘blockposts’ [meaning checkpoints] they drove through from [a location within the
occupation]. And at every post, at Russian post, they were searched. (...) On the bus, only
men were checked. So notebooks and cell phones for men." (Translator for IP15)

IP10 and IP11 went through ten checkpoints and reported that every individual underwent thorough
searches. Particularly when passing through Russian checkpoints to leave the occupied zone,
precautionary measures were taken to ensure that smartphones were as "clean" as possible and did
not contain any usable information. According to IP10 and IP11, their smartphones were reset and
the memory was repeatedly filled with downloaded videos to prevent data reconstruction. Apps
were downloaded to simulate normal use so that the smartphone would not raise suspicion (IP15).
Otherwise, devices were hidden from searches and "fake" smartphones were shown (IP10). Important
data often was backed up in the cloud before being deleted (IP10,15), however IP10 reported not to
have had the time for that. These cleaning measures were acquired through instructional videos on
YouTube and TikTok, or via guidance from chat groups or word-of-mouth sources (IP15). However,
these procedures were difficult, especially for elderly people (IP11).

4.3 Arrival: ICT Use of Ukrainian Refugees in Germany
The interviewees reported minimal change in smartphone use upon arriving in Germany. Yet, they
described adjustment behaviors, reflecting their efforts to adapt to the new country and situation.
It is important to note that their behavior may have changed over time, and this only reflects their
behavior up to the point of the interviews.

4.3.1 Gathering information and locating (self-) help groups. Overall, the process of gathering
information appeared highly complex and many reported to be overwhelmed by bureaucracy and
local regulations (IP6-9,11), due to the federal structure of Germany and the differences in rules
depending on the municipality. This led to the high importance of local self-help or volunteer help
groups, mostly on Telegram, in which refugees and local volunteers exchanged relevant information
and hints (e.g., where to find a doctor), could ask questions or ask for help (IP6). IP9 stated: "But when
we arrived in Germany, there are a lot of groups in Telegram where I can find some useful important
information about everything." These groups existed at different levels of regionality, ranging from
groups for towns to federal states, or even nationwide groups. Political discussions were commonly
disallowed within these groups (IP9). In summary, interviewees exclusively referred to self-help
groups, with no mention of official websites or dedicated apps for refugees (IP1,4).

4.3.2 A virtual bridge to Ukraine: Using ICT to connect two worlds. Numerous interviewees men-
tioned getting local SIM cards (e.g., by the telecommunication company Telekom) upon arrival in
Germany, offering free calls to Ukraine for some time: "When I came here, they give to refugee people
free phone cards" (IP1). Most interviewees expressed using their smartphones to stay connected
with beloved ones in Ukraine. For this, messengers (e.g., Telegram, Viber), social networks (e.g.,
Instagram, Facebook) and Voice-Over-IP apps (e.g., Viber calls, Telegram calls) were mentioned
as being relevant for transnational communication. IP6 stressed the importance of video calls,
allowing the father of their children, who is unable to leave Ukraine, to see how they grow up: "We
speak with their dad on FaceTime or Telegram and my children kiss the phone. (...) Thank God we have
[that] and children can see their dad and dad can see his children are adulting [growing up]." Video
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conference tools, like Google Classrooms, were also important for children to continue their studies
in Ukraine (IP4).
Several interviewees mentioned that continuous communication with people in Ukraine and

frequent exposure to media content were emotionally stressful. IP3 expressed uncertainty about
what to share online, feeling a sense of guilt for leading a "normal" life in Germany while their
friends in Ukraine are experiencing the realities of war: "Then I’m texting her [a friend] like ’here,
see my hair from this angle. What do you think?’ (...) And she’s like: ’Sorry for not responding for such
a long time. I was collecting water, because there is no water’. I just forgot about it for a second. (...) I
just don’t know what would be okay." Due to the flood of negative reports, IP1, for example, found it
necessary to take a step back, distancing themselves, and temporarily blocking certain news.

4.3.3 Advocating for international awareness and informing the world online. In contrast, some
people are actively engaged in sharing war-related news. Awareness raising online was considered
politically important as it would lead to international solidarity and increase political pressure on
other governments to support Ukraine (IP8,12-13). Furthermore, it would document war crimes
by Russian troops (IP8,12). IP8 mentioned: "There are many photos of Russian war crimes and it’s
shared and shared, and shared." The objective of awareness-raising online was to amplify public
pressure outside Ukraine and internally, aiming to spotlight political misconduct and corruption
(IP15). Translating news to English would be crucial to reach an international audience (IP3). IP14
did not participate in online activism, expressing the belief that effective online protests could only
be carried out by more well-known people who reach more individuals online. Some individuals
stated that they had been blocked on social media due to the war-related content of their posts
(IP6). A different form of online activism targeting Russian society was described by IP3: "There
was another huge Telegram channel of designers. Designers fighting Russia, I believe. Where we were
doing posters for social media telling about what is actually going on."

4.3.4 Using ICT to handle bureaucracy, the language barrier and integration. By and large, bureau-
cracy was highlighted as a significant challenge (IP7-8,10-11). German bureaucracy still largely
involves paper-based processes, leading multiple interviewees wishing for an application like the
Diia app. According to IP6, there are generally more apps in Germany, making it challenging to
determine which ones are deemed relevant. With some information being unavailable in Ukrainian
or Russian, individuals attempted to utilize online translators to complete e.g., registration forms
(IP9). Struggling with the completion of the necessary paperwork hindered people from being
allowed to visit an integration course or German class or to find a job. Some interviewees reported
using online language courses or apps like DuoLingo to learn German (IP6). IP6 praised the op-
portunity to engage in online German language learning and other educational courses. Without
this option, visiting a course would be very difficult, particularly with young children still too
young for kindergarten: "I’m very thankful that we have technologies where I, like [a] mom, can listen
different courses. I can learn Deutsch [German] language by myself." IP10 reported to avoid groups
and networks by Ukrainians in Germany to foster the integration process and learn German faster.

Generally, our interviewees often criticized the lack of digitalization in Germany. German online
banking apps were specifically pointed out several times (e.g., IP4). Also, interviewees reported
they had payment problems because their Ukrainian bank card or payment via smartphone would
not be accepted. Their conclusion was: "[In Ukraine] it was much better than in Germany. In my
opinion, it’s like, what you have in Germany, it’s like old Ukraine" (IP9).

5 Discussion
In the following, we will contextualize our results in past research on ICT use by refugees and
migrants by discussing case specifics to work out what differentiates this case from other contexts
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that have been considered in past research. We then proceed to discuss the relevance of several
socio-technical affordances we identified relevant for Ukrainian refugees. Further, we will derive
implications for CSCW by positioning our results within current topics of the field.

5.1 Case Characteristics within the Context of HCI Work within Migration Contexts
Within Section 2, we presented several studies particularly relevant to our case. Furthermore, a
substantial corpus of HCI and CSCW research examines the utilization of ICT by migrants, asylum
seekers, and refugees across various contexts and countries. This is discussed in detail in the review
papers that we have referenced [8, 68, 81]. While studies on ICT and migration increasingly focus
on refugees, and general ICT access and use is still one of the main issues, many studies now
address issues of social inclusion in the host country and access to services [81]. This leads us
to believe that the stages before and during the flight still need to be studied in more detail. We
have tried to complement this by looking at the use of ICT by refugees at three different stages of
displacement. Our findings show similarities with other cases but also some marked differences in
contextual factors that we would like to consider in this section. In the following, we will discuss the
contextual factors against the background of existing HCI/CSCW research. We have summarized
key aspects, provided a comparison with previous research, and offered comparative reflections in
Table 2, which can be found in the Appendix.

5.1.1 Refugee population. In contrast to other large refugee movements arriving in Europe, the
majority of adult refugees from Ukraine were women (often with children), as most adult men
had to stay in the country for military service [67]. Prior research has predominantly focused on
male refugees, given that most of the arriving refugees are male [6], as a result of the inherently
dangerous nature of the passage (e.g., crossing the Mediterranean Sea). In general, gender appears
to play an important role in several areas, such as information needs, particularly during the
resettlement process, where some female interviewees reported asking for recommendations for a
child’s doctor in support groups. Another female interviewee praised an app for language learning
since a (young) child had to be cared for at home. However, we did not find any gender differences
in access to ICT (everyone had access), as it was found in other refugee populations due to gender
discrimination and cultural differences [46, 98]. With the countries of origins sometimes mixed in
past research (e.g., [17, 89]), there has been a focus on the MENA region [81], which might lead
to differences in cultural user preferences (i.e., the preference for Telegram). Understanding the
diverse needs of migrant populations with different cultural backgrounds was identified as a key
research contribution for the HCI/CSCW field [81].

5.1.2 Digitalization and digital literacy. Another aspect to consider is the high level of digital-
ization in the Ukrainian society. Our interviewees reported that their everyday life in Ukraine
was characterized by using apps in various areas, such as receiving information, mail, official
documents, parking tickets, making doctor’s appointments, etc. Partly, local chat and information
groups existed and were established before the invasion. They were then repurposed as a hub for
information on war developments or help requests. To this extent, this has not been reported in
other cases. As a result, even the older interviewees seemed to be comfortable using smartphones to
watch YouTube, chat and make internet calls, although not with the same proficiency as the younger
interviewees. Overall, many interviewees expressed frustration about the lack of digitalization
within Germany, an issue that has not been brought up in the literature before. In other cases
from the literature, we see a rather heterogeneous digital literacy. (i.e., [62, 66, 89, 101]). Merisalo
and Jauhiainen [65] point to statistics from the International Telecommunication Union, which
show that many countries from which refugees flee have a low percentage of internet users[47].
Although further infrastructure development and the effects of the COVID-19 pandemic may have
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influenced changes, it remains unlikely that these (conflict-ridden) regions have reached the same
level of digitization as Ukraine.

5.1.3 Flight reasons and -context within the country of origin. To understand user behavior, par-
ticularly in relation to privacy, it is crucial to be aware of the specific threat scenario they are
facing. Most cases considered in literature are characterized by interior conflicts, often involving
terrorist or rebel groups, sometimes with additional external forces being involved. Some examples
are the Syrian civil war [4, 6, 37], Afghanistan [49, 89], Iraq [37] or Somalia [20]. Further, studies
from the US, Canada, or Latin America often conduct research with people fleeing from Latin
America [81]. In Central and South America, mass migration is often driven by interior conflicts,
gang conflict, organized crime violence, widespread poverty, and frequent kidnapping [5, 81]. This
has implications for the obstacles that need to be overcome to leave the country or during the
journey, and whether the preparations need to be kept secret. In the case of Ukraine, we found that
the threat scenario was different: There was a clear external aggressor and therefore, no political
persecution or fear of an oppressive government. Hazards to individuals were often related to
attacks (e.g., shelling or air raids) and challenges were mostly related to affected infrastructure.
As Ukraine borders the EU and the Temporary Protection Directive was activated, there was no
uncertainty about asylum applications and no need to cross borders illegally. Consequently, there
was no fear of surveillance. However, this changed for the occupied territories when the external
aggressor took over the communication infrastructure and surveillance, searches and censorship
followed. This highlights the importance of analyzing the threat model, as it is highly individualized
and different threat scenarios can exist within the same conflict scenario. Lastly, it needs to be
stated that despite some differences, Ukrainian refugees share common experiences with other
refugees who have fled due to war. These include traumatic war experiences and family separation,
which are likely to affect their behavior [18].

5.1.4 Impact of war on ICT infrastructure, and connectivity. Within HCI/CSCW literature, the
impacts of armed conflicts on ICT infrastructure from a civil user perspective are rarely considered
explicitly. Rohde et al. [79] considered this for the civil war in Syria and found a fragmentation of
infrastructure. With connectivity being quickly reestablished in regions that were under Ukrainian
control even after attacks, fragmentation and unreliability were also reported from the front line
regions. Additionally, our study shows how the Russian takeover of communication infrastructure
(which included censorship and surveillance) sparked extensive privacy protection behaviors. In
regions bordering Ukrainian territory, there were unreliable attempts to connect to Ukrainian
mobile phone towers, while other parts remained completely cut off. Our findings reflect the results
of Jain et al. [48], who found connectivity is inversely related to the presence of Russian troops
in Ukraine. In addition, frequent power cuts affected the use of ICTs, underscoring the necessity
for asynchronous communication. Despite all this, we conclude that access and connectivity were
remarkably high due to the successful efforts of the Ukrainian government. Other issues known
from other cases, such as limited connectivity due to the difficulty of purchasing SIM cards for
several countries [26, 58, 89] or a lack of financial resources[98], was not applicable as roaming
was cheap and SIM cards were sometimes handed out at borders. This is in stark contrast to cases
as reported by Gillespie et al. [37], in which an interviewee reported having had 13 SIM cards to
get to Europe. This is often even more difficult (and illegal) as in most countries, legal documents
and sometimes even biometric information[46] are required to register a number [37].

5.1.5 Relevance of privacy. Past research has often highlighted privacy protection as an important
requirement for ICT use [26, 40, 58, 89]. As this is sometimes not possible or risky, it can lead to
smartphone use being abandoned [73, 89], deletion of data, and general avoidance of the system [57].
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In previous research, this seemed to be strongly associated with the risk scenario: surveillance by
government [73, 98], a vulnerability to data leaks, e.g., by NGOs, in the cases of political persecution
[58, 83], the avoidance of authorities due to irregular immigration or illegal border crossings [37],
or the passing of physical inspection by terror groups or other criminal organizations [89]. In the
context of our study, we see a marked difference between people from the unoccupied parts of
Ukraine and people fleeing the occupied zone. In the former, privacy concerns only manifested
themselves in relation to Russian services (i.e., the social network VK) or in the form of information
silence. While this information silence was sometimes reported to be held up in social media
groups and private phone conversations, this points to a heightened but to the threat scenario
adjusted privacy awareness. Within the occupied zone, in which Russian checkpoints had to be
passed to escape, and in which Russia took over the communication infrastructure, participants
reported a very pronounced privacy behavior, which is congruent with reports from people fleeing
(semi-)authoritarian regimes, as found in past research (e.g., the use of VPNs [49, 89], second SIM
cards and phones [89], hiding the smartphone for physical checks[83, 89]).

5.1.6 Differences of the journey. With populations arriving in central European countries in other
cases from literature originating mostly from the MENA region or other African countries [81], they
had either to cross the Mediterranean Sea or to move via Turkey and the Balkan countries [37, 58].
As this often involves crossing borders illegally and traveling through several countries, authorities
are avoided to avert arrest. It is often necessary to contact people-smugglers, so the planning is
clandestine [6, 26, 37, 58, 89]. Dekker et al. [26] mention the uncertainty of destination countries,
as it is often difficult for asylum seekers to assess whether they will be granted a residence permit.
The flight route would often be sensitive to the Dublin Regulation, contributing to further privacy
protection strategies [17, 37], which is not applicable for Ukrainians.

For most Ukrainians, the journey to Germany was much easier (and legal) once the occupied zone
or areas under attack were left. Then, public transportation or private cars could be used to pass an
EU border, which involved a simple border control that was primarily described as unproblematic.
Before, for those who fled the occupation, the journey was highly critical and dangerous due to
unsafe humanitarian corridors or landmines on roads. Numerous Russian military checkpoints
with physical checks in search of valuable information or militia associations had to be passed. This
mirrors reports from refugees fleeing the Syrian civil war with terrorist or military checkpoints
with cellphone checks having to be passed [79, 83, 89, 102]. Due to the legality of border passage
and certainty about the legal protection status, the planning of the journey could be organized
publicly in open groups on social media or messengers, including pickups at the border by volunteer
helpers. In summary, while the journey was not necessarily safe, depending heavily on whether
the region was already under attack or occupied, the threat scenario for Ukrainian refugees was
somewhat different, allowing for much more public planning of the journey and greater online
collaboration.

5.1.7 Reception by German civil society. . In comparison to other large refugee movements, such
as the 2015/2016 influx of mainly Syrians and Iraqis, the reception of Ukrainians by German civil
society has generally been more positive. Reception in 2015 has been mixed, with some media
outlets reporting very positively (making ’refugees welcome’ the ’anglicism of the year’ [99]) and
many civil society volunteers helping out. However, there already were racist sentiments, especially
in certain regions of Germany, like the Islamophobic PEGIDA (acronym for "Patriotic Europeans
against the Islamization of the West", a right-wing extremist organization) demonstrations [15].
Social attitudes also deteriorated over time. As a result, it can be said that overall, there seems
to have been less resentment within the population towards Eastern European women than, for
example, towards Arab men. One participant even reported that a member of her German host
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family made an explicit comment to this effect. The provision of ICT access also differed, as several
German mobile providers provided free SIM cards to each Ukrainian with valid documents, which
was less of a problem due to Diia and certainty about the refugee status.

In addition, the activation of the Temporary Protection Directive by the EU has allowed the
German government to provide a less bureaucratic registration process, allowing Ukrainians to
find accommodation outside of designated housing facilities, access language courses, and provide
a work allowance. Some interviewees also reported that they were able to enter the country on
a tourist visa, which would probably not be possible in many other cases. In our view, all of this
provided more security in terms of residency status than other refugee cases in the literature,
making the tasks of integration and orientation in the new society more comparable to those of
other regular transnational migrants. This may also have influenced the focus of the self-help
groups on tasks such as finding work and housing. The importance of jobs in building social capital
was highlighted by Almohamed et al. [10], indicating advantages for Ukrainians to integrate.

5.2 Identified Affordances within the Different Stages of Flight
Based on our results, we identified eight high-level socio-technical affordances [96] of ICT, which
are already partly known from the literature on ICT use during wartime, flight, and migration.
Often, these reflected the contextual differences identified within the previous subsection, leading to
different aspects being important compared to other contexts known from research. The identified
affordances are depicted in Table 1 together with different sub-aspects and explanations relevant
to the case of our study. The importance of the affordance varied depending on the phase of the
flight, with occasional shifts in content, such as which type of information was predominantly
gathered. Additionally, we provide the findings of past research (second column of Table 1) to draw
parallels and find differences that differentiate our results from past research. We will present the
affordances in the following subsections.

5.2.1 Privacy protection. The predominant absence of privacy concerns outside the occupation
also had implications for the organization of flight: In contrast to the clandestine planning of escape
reported in other cases, the planning of escape from unoccupied parts of Ukraine could take place
openly in public groups, in which a large group size could be leveraged to find help. This was much
more difficult for participants fleeing from the occupation, as humanitarian corridors were not safe
and information was only available in numerous closed local groups (to avoid infiltration) or face-to-
face. This underscores the significance of understanding the local context and conducting thorough
threat modeling, which involves assessing the capabilities of potential attackers to comprehend the
ICT usage behavior of refugees.

5.2.2 Gathering information. Information gathering was one of the most crucial aspects. In contrast
to the findings of previous studies, our research indicates that Telegram is the most frequently
used network for information and communication functions, rather than Facebook (groups) and
WhatsApp [89]. This is most likely due to the high adoption rate already before the invasion
and might reflect cultural preferences. Many interviewees reported using different apps to get
information and highlighted the importance of timely and locally relevant information, e.g., about
bombings. Local chat groups and channels on Telegram proved to be a convenient and pragmatic
tool for this in each phase of the flight. As described by Alencar [8], the information-gathering
process serves to deal with uncertainty. However, instead of a lack of information, some of our
interviewees mentioned an overload of information, making it hard to process or to judge which
was true. This leads to new uncertainty, and in a way to "information precarity" [98] by information
overload. This relates to the problem of misinformation in refugee groups, already brought up by
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Borkert et al. [17]. Collective and individual processes were used to debunk false information and
find trustworthy sources.

Table 1. Relevant affordances identified in comparison to other cases from HCI/CSCW literature

Affordances Findings Other Cases from Literature Comparative Reflections
1. Privacy
protection

• VPN use in occupied zone
• Second SIM card/phones
• Hiding of data storages/phones,
deletion of data to pass
checkpoints

• Transferring personal data to
cloud

• Selective communication,
face-to-face if necessary

• "Information silence"
• Use of code-language

• Use of VPNs to hide online be-
havior [89]

• Second SIM cards/phones
[89, 98]

• Renouncement of phone use
• Deletion of contacts/data to
pass checkpoints

• Selective communication
[89, 98]

• Use of code language [89]

• Privacy behavior comparable in
occupied zone comparable to
privacy measures of refugees
trying to avoid authorities [37]
or oppressive regimes [98]

• Circumvention of censorship
• Hetergenous privacy behavior
due to different threat scenarios

2. Gathering
information

• Information via personal net-
works or public or closed Tele-
gram self-help groups (different
scales and regionality)

• Reliance on established plat-
forms (Telegram, Viber, Insta-
gram)

• Identifying Russian actors and
misinformation channels

• Information via personal con-
nections [98], migrant networks,
facebook groups

• Reliance of established platforms
(WhatsApp, Facebook) [89]

• Misinformation due to lack of
correct official sources [80]

• Higher relevance of deliber-
ate disinformation / information
warfare

• Misinformation is a general prob-
lem [80, 98, 102]

• Verification of information via
personal networks [6, 98] or ad-
ditionally in Ukraine via large
scale groups (can happen in the
open)

3. Providing
information

• Specific apps, Telegram bots or
Signal are used to provide
information on war to
authorities

• No reports of information
provision to government

• Only online exchange in groups
[58]

• Population siding with
government, fast app
development, high digitalization

• People-to-government
information stream

4. Personal
communica-
tion

• Often intertwined with
information gathering/
verification

• Personal support
• Contact to friends/family abroad
to organize flight in advance

• Emotional comfort often
highlighted, verification of
information [98]

• Contact with people smugglers
[37, 89]

• Despite difference in contact to
people smugglers, very similar
findings

• Instead contact to other helpers
abroad to organize logistics of
flight

5. Naviga-
tion

• Important in dynamic situations
(i.e., street signs demounted,
attacks on bridges)

• Partly offline maps for countries
on the way

• Otherwise "normal" use
• Orientation in new country

• Highly relevant for orientation
and flexible route planning, use
of GPS

• Orientation in new country [3, 4]

• Facilitation of movement, as
mentioned before by many
other studies [9, 26, 89]

• Less relevance in many cases,
access to public transportation

• Related to threat scenario

6. Aware-
ness raising

• Posting photos/videos of what
is happening, documentation of
war crimes to people outside of
Ukraine

• People posting TikToks for
morale

• Fund raising for help and to
support the army

• Awareness raising (i.e., in Syria
for people outside) and
documentation of war crimes
[79, 102]

• Different threat model because
people are not afraid of
documenting crimes because
own government is not the
aggressor

• Fund raising for army is specific
for Ukraine

Continued on the subsequent page
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Affordances Findings Other Cases from Literature Comparative Reflections
7. Handling
the lang-
uage barrier

• Use of translation apps (e.g.,
DeepL, Google Translate)

• Reports of "advanced" functions
like Google Lens or
speech-to-text for translation

• Language learning via app (Duo
Lingo) from home due to kids

• Use of translation apps in
Germany [5] and other
European countries, the US,
Canada or other contexts (i.e.,
[70])

• Translation apps often relevant
in Europe (language variety)

• Advancements for translating
documents or conversations via
STT, but often inaccurate for
Ukrainian

• Some languages privileged for
linguistic capital [70]

8. Bridge to
old life /
time capsule

• (Video) calls, messenger apps
and social media to stay
connected

• Digital class room for school
children/university

• VPN to access remote
networks/data

• Video calls and messenger apps
to keep transnational contact
with relatives and friends
[12, 101]

• Strong bridge, possibly based on
assumption that war is
temporary and men staying

• Measures like schooling online
facilitated due to
implementations during
COVID-19 pandemic

5.2.3 Personal communication. Given the dynamic wartime scenario, this significantly influenced
user behavior, often intertwining with information gathering as peers became key sources. Addi-
tionally, checking on friends and family and seeking comfort were vital aspects heavily dependent
on ICT, as highlighted in various studies [7, 52, 86]. While the infrastructure was mostly good,
some connectivity issues (especially in the occupied zone or during attacks) aligned with find-
ings from previous studies like [79]. This affected communication, leading to more asynchronous
communication due to outages.

5.2.4 Providing information. While in other conflicts with an internal threat by a state actor the
main information stream often only happened between citizens (e.g., during the thawra/Arab
Spring), in Ukraine we found that citizens were involved in providing information to the Ukrainian
military and the government using ICT, establishing an additional citizens-to-government informa-
tion stream. This was enabled by the use of governmental apps (e.g., Diia) or even within messenger
apps. Additionally, chat groups established a citizen-to-citizen information stream, and official
channels or information, e.g., in the Diia app, established a government-to-citizen information
channel. For the government, this has the advantage to have eyes and ears everywhere, and to get
information even from areas that were remote, difficult to monitor or occupied, as described by our
interview partners.

5.2.5 Navigation. While other research often highlighted the use of GPS for navigation, using
offline and online maps, the interviewees especially highlighted the route checking and planning
based on information that could be sourced from chat groups. This relates to smartphone use for
the facilitation of movement, as mentioned before by many other studies [9, 26, 89]. The aspect
of GPS orientation seemed to be more relevant escaping the approaching Russian troops or the
occupied zone. As the flight itself was not criminalized and borders could be passed regularly, no
border police had to be avoided as in other cases[40, 42], and public transportation networks could
be used. Those driving with a personal car could rely on highway signs (at least further away from
the front line and the occupied zone) or built-in GPS navigation. Consequently, it appeared to us
that navigation functions of the phone were important (all interviewees reported using it), for
many it was not as crucial as reported within the literature.

5.2.6 Awareness raising. While few interviewees engaged in awareness raising themselves, some
also mentioned friends to be actively engaging in it. Many highlighted social media’s importance
in documenting war crimes to increase international political pressure. This is in line with findings
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by Wulf et al. [102]. We also identified the sub-aspect of calls for donations online, which some
interviewees responded to, aiming for fundraising actions or the collection of relief supplies. Last
but not least, social media was not only used to protest online, but also to organize protests offline
in and outside of Ukraine.

5.2.7 Handling the language barrier. Just as in other studies [5, 23], translation software or online
dictionaries were highly relevant, especially for the arrival in the new host country when confronted
with forms and paperwork. While not being directly part of the interviews, the translator lamented
that the translation apps were often inaccurate for Ukrainian, leading him to be incessantly called
on by municipal institutions.

5.2.8 Bridge to old life / Time capsule. This function, as outlined by Khvorostianov [52], pertains
to preserving a sense of continuity from one’s previous life. In our case, this includes identity
management, like having the personal administrative documents in Diia and preserving personal
documents and images. The digital continuation of the old life also included other aspects, as online
schooling, being in touch with the family and maintaining business connections, with transnational
calling via VoIP functions of messengers, digital classrooms, and Zoom providing functions to
actualize this affordance. In general, user behaviors within Germany resembled strongly individual
and collective behaviors already found by other research for regular migrants, e.g., transnational
communication via VoIP calls and social networks, liaising in local (self-) help groups of other
refugees [9], the use of translation apps [5], and more reliance on navigation apps.

5.3 Reflections and Implications for CSCW
The results of our study have several connections to current CSCW issues, which we discuss in this
subsection. Certain features of the Ukrainian case that make it particularly interesting for CSCW
research, most notably the high level of collaboration and bottom-up community formation that
could take place freely due to fewer privacy concerns. As many of the identified affordances are
based on user collaboration or at least interaction, they can be analyzed by using typical frameworks
of CSCW, i.e., Johansen’s time-space matrix for a rough analysis [51], or extended to the Model of
Coordinated Action (MoCA) [60]. These help to describe the collaborative situations on a spectrum
of synchronicity (asynchronous vs. synchronous), physical distribution (same location vs. different
location), and for the MoCA also on the dimensions of scale (number of participants), the number
of community practices, the nascence of these (routine vs. developing), planned permanence (short-
term vs. long-term) and turnover (low vs. high, in terms of actors). Even if certain functions reported
by our participants (e.g., navigating with a mapping app) were not based on collaboration between
users, the use was often enriched by additional information from local or large-scale groups in
which users could contribute information (e.g., which gas stations ran out of gas). This shows that
the affordances we have identified are often complex and multifaceted and should not be reduced to
single functionalities of a device. Further, the example also shows the importance of considering the
continuum of synchronicity, as the communication in a dynamic scenario has to be asynchronous,
as people providing information will not necessarily be able to interact in a synchronous way
(possibly due to infrastructural outages or bad reception), but at the same time, information cannot
be too old as it might be outdated quickly (e.g., a gas station could be refilled). Hence, interactions
often had to be asynchronous but timely.

With regard to physical distribution, it should be noted that a lot of the usefulness of ICT-based
collaborations within migration and war contexts is based on the physical distribution of interaction
partners. This applies to information gathering within groups, for which we have seen in the results
that different levels of local granularity can be desirable, but also to informing authorities (having
volunteer vigilantes everywhere), raising awareness (showing the outside world what is going on),
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maintaining a bridge (living in a new country while maintaining social and sometimes professional
ties to Ukraine). Other dimensions from the MoCA varied a lot for different affordances, or even
within. Just as information gathering happened in groups of localities, there were also different
group sizes. While large, public groups could be used to find information and help easily, they were
also more prone to infiltration and had to be administered very actively. This also led to different
community practices appearing (e.g., kicking out members on the basis of suspicious postings),
serving as a real-life case for (self-)moderating communities in CSCW [84]. While debunking of
misinformation in groups as a crowd effort was reported by our interview partners, they also
reported using small groups of personally known peers or a number of direct contacts to assess
credibility and verify information. Again, this shows that aspects like the verification of information
happened on several layers. Not being part of the MoCA, the additional dimension of familiarity of
interaction partners seemed to be a highly relevant aspect, since groups could be infiltrated by bad
or unreliable actors.
In the context of information gathering in groups, other dimensions of the MoCA are much

more difficult to describe, as an analysis of the information groups were not the primary objective
of this study. However, the change of group activity depending on the location (in Ukraine vs. in
Germany) points to a high turnover and a low planned permanence. More CSCW research could
be conducted within this context in the future and provide valuable insights into these crowd
processes. The re-purposing of existing and the formation of new (self-) help and news groups
could also be relevant case study for the CSCW research on community formation [43].

5.4 Limitations
In our study, some research design decisions and challenges led to some limitations. While the
sample size aligns with exploratory research conventions, it is insufficient for any generalizations.
Instead, our goal is to explore user behaviors in detail within the specific context. Additional
concerns arise regarding representativeness: Despite our interviewees coming from different
regions and covering a wide age range, most of them identified as female. As previously mentioned,
this mirrors the predominantly female refugee population from Ukraine in Germany. Moreover, our
focus on refugees arriving in Germany calls for comparisons with results from other host countries.
Policies and conditions of the respective host country may influence the challenges identified
during the arrival process. Another challenge in our study revolved around the language barrier,
as the authors speak neither Ukrainian nor Russian. Initially, we looked for interviewees who
speak English or German, aiming for a more natural conversational atmosphere without needing a
translator, but this approach entailed difficulties as many refugees felt insufficiently proficient in
these languages to engage in an interview. This led us to opt for the help of a translator. While
we later cross-checked the Russian statements for any overlooked nuances, the use of a translator
might have influenced the conversations. Also, we acknowledge a potential bias, given that about
half of the interviewees were English-speaking, thus possibly excluding valuable perspectives.
Additionally, it’s essential to recognize that our results are time-bound, capturing the initial

stages of the 2022 conflict. As the war has persisted, with refugees returning to safer regions,
our findings may not reflect the current situation. The disorder and "information precarity" [98]
observed during the early attacks may have influenced results, affecting aspects like the threat
model for privacy measures. When this paper was written, many men were involuntarily being
drafted for the military even on the street [97], pointing to a potential incentive to be more secretive
toward the government.
As Sabie et al. [81, 18] outline, failing to grasp the cultural nuances of a community—such as

hierarchies, local norms, and privacy practices—is a common issue highlighted by many scholars
in this sensitive area of research. We acknowledge that this challenge is also present in our own
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work due to the homogeneous background of all authors. In response, we took proactive measures
by engaging in conversations with Ukrainians and volunteers both before and during the study to
deepen our understanding of the challenges and subtleties experienced by Ukrainian refugees and
to ensure the ethical conduct of our research. Recognizing the significance of minimizing power
imbalances and steering clear of data extractivism, we strongly recommend collaborative teamwork
with individuals from Ukraine in the future.

6 Conclusion
This study contributes to existing HCI and CSCW research on how refugees use ICT before,
during, and after their flight by examining the ICT use of 17 Ukrainian refugees who fled to
Germany in response of the Russian invasion in 2022. We conducted semi-structured interviews,
surveying the user behavior in different phases of the flight, as well as, relevant contextual factors,
like the impairment of communication infrastructures. Overall, technology has played a crucial
role in supporting refugees’ resilience, autonomy, and resettlement. Due to Ukraine’s advanced
digitalization, many Ukrainians used digital technologies inmany aspects of life prior to the invasion.
This has facilitated the transition to using technology for gathering war-, flight-, and resettlement-
related information (e.g., in Ukraine for air alerts, in Germany for application processes), planning
the flight, and maintaining communication. While we identified eight socio-technical affordances
of ICT, a comparison of our findings with existing literature revealed significant disparities in
contextual factors between the country of origin and the flight, underscoring the importance of
context-specific analyses for a comprehensive understanding of ICT use. Discussing these factors,
we highlight how our results are contrasting numerous studies focusing on less digitalized countries.
Digital tools like the Diia app, which was actively promoted by the Ukrainian government and
centralizes important documents and services, help(ed) Ukrainian refugees to coordinate their
flight, and support, amongst others, initiatives back home through donation options via the app.
This level of government involvement and the provision of official, reliable digital resources is so
far less common in other flight and migration settings. Unlike studies in regions such as MENA,
interviewees often expressed little concern about privacy, due to the possibility of legal migration
and Ukraine’s distinctive situation of being under attack by Russia, which lessened apprehensions
about any government measures. With regard to the use of ICT after flight, translation and language
learning apps, along with self-help and volunteer groups on Telegram, have further supported their
arrival by providing quick answers and connecting them with people in Germany. As Germany has
initiated rapid and large-scale integration efforts for Ukrainian refugees, including providing access
to free SIM cards, calling to Ukraine and train tickets, the political and social context in Europe,
including Germany, has generally been more supportive of Ukrainian refugees. This potentially
facilitated the resettlement compared to other cases and affected user behaviors. Of the eight
identified affordances, information gathering and communication stand out in particular and we
discuss different dimensions of user collaboration within the context of our study in light of the
Model of Coordinated Action [60].
While the exploratory findings exclusively capture a limited segment of reality, making it

inappropriate to generalize these results, the study offers an in-depth understanding of diverse
individual experiences in the initial months following the Russian invasion. Considering the
intricate situations individuals face when fleeing, this empirical study underscores the importance of
recognizing ICT in conflict-affected contexts as a component of a nuanced and complex environment.
This perspective aims to consider cultural aspects, social structures, and the extent of digitalization,
among other factors, which we consider crucial since each scenario is unique, and no universal
technical solution applies to all cases when deriving design implications. Overall, our results can
contribute by providing contextual insights for technology development and serve as a base for
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future CSCW research, by providing empirical results connected to the topics of ICT use and
privacy in migration and war contexts, as well as online group formation and self-moderating
communities for information gathering. Moreover, the results could help policymakers or NGOs
to find suitable ways to provide assistance and information. Generally, future research endeavors
should focus on conducting and comparing empirical studies on refugees’ ICT use to gain insights
into the contextual technological requirements of people who (have to) flee.
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Appendix
A Semi-structured interview guideline

(1) Information on flight route
• When did you arrive in Germany? How did you get to Germany and which route did you take?
• Did you know anyone in Germany before you came here? Did you contact them?
• Do you own a smartphone, a simple mobile phone, a tablet or a computer? Which of these devices
do you own?

(2) Relevant apps and general user behavior
• Did you always have access to your phone during your flight?
• How important was the internet / your smartphone when the Russian invasion started?
• Did you use the internet for collecting information on the situation in Ukraine when everything
started?

• Which platforms and websites did you use to get information and to stay in contact with friends and
family?

(3) Information and communication when the Russian invasion started
• Was your region already under attack when you left?
• Was the telephone, TV, and internet connection affected by the attacks? Was the internet connection
stable?

• While escaping, did you always have internet? If not, why didn’t you have internet?
• Did you have to use mobile internet or did you use WIFI hotspots?
• Were you dependent on using a smartphone from another person, for example, because your smart-
phone ran out of battery?

• Has your social media consumption changed because of the war?
• If you had to say, which functions of your phone or apps or websites for your computer were the
most important for you after all of this started, what would it be?

(4) Planning of flight and connection with peers in target countries
(5) Use of social media and group chats / channels, trust and verification of information
(6) Privacy considerations and adaptations of user behavior

• Did you switch to another messenger app in the last few weeks? If so, why?
• Do you know what digital privacy means? [if not, provide explanation]
• Was digital privacy relevant for you when using your smartphone?
• Did you have concerns regarding which data you share?
• Did you take any measures to protect your data?

(7) Impairment of digital and electrical infrastructure and the impact on user behavior
• You decided to share/not to share information, how did you decide with whom you share information,
how did you decide who you can trust?

• Was the information you found online reliable during that time?
• How did you get your information and how did you decide whether it is trustworthy?
• Did you try to verify information?
• After arriving in another country, how did you use your phone then?
• Do some applications help you to arrive in the new country?
• Could you use any specific websites or apps for refugees?
• How do you do that? What apps/functions do you use?
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B Comparison of contextual factors

Table 2. Identified contextual factors in comparison to cases discussed within HCI/CSCW literature

Contextual Findings Other cases from literature Comparative reflectionsfactors
Refugee
population
(origin,
gender)

Predominantly female Ukrainians;
most adult males had to stay due to
military obligations

In Europe research often mixed in
Gender [81] with ratio not speci-
fied; majority of refugees arriving
male due to dangerous passage; ori-
gin countries often mixed with fo-
cus on MENA region [81]

gender might impact information
gathering (i.e., relevant information
for mothers, search for doctor for
children, ...), and integration efforts
(i.e., use of apps for language learning
from home); no reported instances of
racism

Digitalization
in country of
origin,
digital
literacy

high digitalization (i.e., DIIA app, dig-
ital administration procedures, air
alert apps. . . ); relatively high digital
literacy even for older interview part-
ners

low digitalization in many coun-
tries [65], very heterogeneous digi-
tal literacy [62, 89]

used to digital every day life and ad-
ministrative procedures, high profi-
ciency with smartphones; bottom-up
organization within Telegram groups,
already very common in Ukraine;
higher frustration because of lacking
digitalization in Germany

Flight
reasons /
context

Russian-Ukrainian war, external ag-
gressor

In Europe mainly civil war in Syria
/ Iraq (i.e., [79]), terror and war
in Afghanistan (i.e., [89]), different
wars / civil wars in Africa, politi-
cal persecution (i.e., [89]); in Latin
America often violence by orga-
nized crime [81], drug wars, armed
interior conflicts

Clear external aggressor for the case
of Ukraine, opposed to multiple inte-
rior actors or authoritarian regimes

Impact of
war on ICT
infrastruc-
ture

Destruction of infrastructure at front-
lines and in occupied zone, partly re-
placement by Russian communication
infrastructure w. surveillance, censor-
ship; unreliable access to Ukrainian
networks in bordering areas; power
outages impact connectivity; gener-
ally quick reestablishement of connec-
tivity

Fragmentation of infrastructure in
Syrian civil war, heterogenity of
connectivity [79]

Reports from Ukraine reflect the find-
ings of [48], presence of Russian
troops correlates with lower connec-
tivity; findings reported from occu-
pied zone / front line reflect infras-
tructural fragmentation reports [79]
from Syria; in most of Ukraine quick
restablishment of connection, despite
power outages or attacks on network
towers.

Journey Passing military checkpoints, orderly
passing borders by car or public trans-
portation; help for organization by
people online

Crossing borders (partly secretly
to get to Europe), using services
of people smugglers [37, 79, 89],
passing military or terrorist check-
points [89, 98]

orderly border passing requires less
clandestine planning and contacts;
more organization within public
groups or on social media; help from
civil society organized online (pick-
ups at the border), which would have
in been illegal in other cases

Reception in
Germany

Positive, many voluntary helpers
from civil society; picking up at Polish
border; barely reports of racism; eas-
ier procedure due to Temporary Pro-
tection Directive by EU; more support
with supply of SIM cards; free call-
ing to Ukraine; sentiment got slightly
worse over time, but remained gener-
ally positive

In Germany 2015 and after mixed,
initially positive with many volun-
tary helpers [99], but with islamo-
phobe, right-wing extremist resent-
ments prevalent in some areas (i.e.,
PEGIDA [15]); sentiment worsened
over time; limited supply of SIM
cards, laws had to be adjusted first

easier for Ukrainian refugees to get
housing outside of designated facili-
ties, work allowance; might lead to
other focus within self-help groups
(finding jobs, housing, ...); tasks more
comparable to regular migrant popu-
lations; jobs are vital factor for inte-
gration and rebuilding social capital
[10], which advantages Ukrainians

Relevance of
digital
privacy &
security

fear of persecution within occupied
zone based on online actions; effort
not to provide information to the en-
emy ("information silence") or russian
companies; no other heightened need
for privacy expressed

fear of persecution within country
of origin based on online actions;
fear of extorsion (by smugglers or
corrupt officers) [58, 89]; privacy
measures to avoid physical checks
[89, 98]; privacy needs within
refugee help programs; surveil-
lance threat of political opponents
[98]; threat by surveillance of Eu-
ropean authorities [58] and system
avoidance [40, 42, 58]

within occupied zone in Ukraine simi-
lar reports to refugees fleeing from
authoritarian countries or system
avoidant; "information silence" spe-
cific to war scenario: selective privacy
concerns due to external aggressor;
no system avoidance, no surveillance
threat by migration authorities to pre-
vent passage for Ukrainians
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C Hierarchical code categories

Table 3. Excerpt of the hierarchical code categories for qualitative data analysis. The 23 categories covered a
total of 2557 codes. Categories, sub-categories, and codes within the table are exemplary. The complete code
book is provided as supplemental material online and can be found under with the doi [to be added].

Category Subcategory Codes
• Security & Privacy - Location and GPS Not sharing exact location/GPS, GPS not

a problem, Location maybe sensitive
- Additional measures Support to hide information, Self-

deleting messages, ...
- Privacy Awareness and Relevance Increased privacy efforts, Personal pri-

vacy not relevant, ...
- Renouncement of apps Switch of messenger, Deleted Apps from

Russia
- Security and security measures Data security not common, Checking

connected Telegram devices, ...
- Anonymity, identity disclosure Using Ukrainian phone number for

Viber, anonymity, Use of pseudonym, ...
- Sensitive information Private information, Confidentiality of

information for security of country, ...
- Self-censoring, selective communication Adapting Communication: Leaving out

information, Use of code language, ...
- Data Storage No time to protect data, Use of cloud

storage, Hiding of storage device, ...
- VPN Use of international VPN providers,

VPN for access (geoblocking), ...
- SIM cards / phone provider Change of SIM cards, Not switching SIM

card
- Occupied zone Blocking of Services, Physical device

checks, Switching off smartphone, ...
• Protest - Donations tomilitary or for humanitarian

aid
Support for and by artists, Humanitarian
aid, Collecting money

- Awareness raising Information sharing in English, Sharing
information about war crimes, ...

- Protests on the street Use of Viber to organize protests in oc-
cupied zone, ...

- Online protest Designers fighting Russia, Using SM to
protest, Heard of protests online, ...

- Content Protesting against Russians / Making
fun of soldiers, ...

• Information gathering - Difficulty in handling information Overwhelmed by information, Difficult
to find info about specific issues, ...

- Social Media Following news links in groups / chan-
nels, Search function on SM, ...

- Fake news /Misinformation / Propaganda Increase / No increase, Misinformation
by Russians, Countermeasures, ...

- Information on government websites /
official information

Newsletter from city, Looking for infor-
mation on official websites

- Reading news Always checked news/alarms, news
mostly on SM, Telegram channels, ...

Categories omitted: Change of User Behavior, Side notes, Information Warfare, Interview / Research related remarks, Navigation
General Aspects / Problems / Challenges in Germany, Emotions, Demographic Properties, Ukraine - Russia Exchange
/ Peacebuilding, Digitalization, ICT Use, ICT use in Germany, Situational Factors, Affordance, Media Consumption,
Gender perspective, Safety and Warning Infrastructure, Providing war related information, Infrastructure, Flight
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