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As smart home technology becomes integral to modern living, researchers must consider safety aspects. While single-purpose
devices alert users to specific dangers, integrating them within comprehensive smart home warning systems (SHWSs) offers
new safety potentials by allowing actuators to respond to threats based on predefined protocols. Key questions include
whether user preferences for automation levels in smart homes are affected by different warning scenarios, and how unwanted
automation or false positives influence acceptance. To explore this, we conduct two studies: (1) A lab study in a smart home
with various actuators, where participants (N = 48) encounter warnings across three automation levels. (2) A follow-up
interview study (N = 16) further evaluating our prototype and unwanted automation situations. Results show that participants
preferred higher automation during warnings and were more receptive to smart technology in dangerous situations, though
customization remains essential to ensure acceptance. While higher automation levels reduced perceived interruption, some
still preferred less intense warnings. Others preferred not receiving warnings of mild dangers, fully relying on automation.
Finally, we find that specific safety protocols and handling of false positive alarms must be chosen carefully to avoid mistrust,
users feeling a loss of control, and damage through unwanted executions.
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1 Introduction

Over the past decade, smart home technology has become integral to many domestic environments, well-illustrated
by the steady increase in user base [77] and by projections that anticipate a household penetration rate of 33% by
2028 [78]. Built on Internet of Things (IoT) technology, smart homes use interconnected sensors and actuators to
offer various advantages in everyday life: interactive smart speakers provide information and entertainment,
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smart lights adjust to music and movies, and smart thermostats optimize energy efficiency. Correspondingly,
research has investigated various aspects of such devices, including, e.g., the everyday use of smart speakers [7, 76]
or design for understandable [21] and shared lighting systems [86]. Even those without technical experts can
create tailored home automation setups using user-friendly options like trigger-action programming [83]. While
many devices enhance everyday life, others specifically address safety and security concerns [73]. For example,
doorbell cameras notify residents of visitors and smoke detectors can alert emergency services or trigger other
actuators inside the home. However, many existing devices focus on single hazards rather than holistic solutions
and do not integrate official governmental warnings (“public warnings”) next to warnings of local dangers.

This paper addresses the role of automated actions in smart home warning systems (SHWSs), i.e., comprehensive,
multi-hazard warning systems that increase safety and security in domestic spaces. Adding smart homes to
the mix of existing warning channels, e.g., sirens, TV, radio, or smartphone alerts, makes sense because not all
warning channels always reach their target audience, even if the population is actively made aware of tests [37].
Additionally, warning apps still record low adoption rates [44, 45, 56, 70], TV and radio need to be turned on to be
effective, and traditional sirens may be limited by the topography and development in rural areas [47]. Therefore,
SHWSs can serve as an additional warning channel for anyone who owns smart lights or speakers [42]. More
importantly, however, we see two key advantages of sophisticated SHWSs over existing warning channels: 1)
more comprehensive warnings, and 2) automated safety protocols.

(1) Public warnings inform citizens about regional dangers like natural disasters or large-scale accidents, but
are unsuited for local hazards. Urgent issues like nearby gas leaks may escalate before operators can issue
warnings, while in-home threats remain unknown to authorities. By combining public warnings and local
threat detection using home sensors [72, 73, 81], SHWSs can provide more comprehensive information.

(2) As smart homes can integrate various actuators, the role of SHWSs extends beyond warning residents and
includes actively mitigating dangers, leading to the vision of the house that saves its residents. By executing
automated safety protocols, such as closing windows if gas or smoke is detected nearby, SHWSs could
protect residents even if they are unaware or unable to respond themselves.

Automated safety protocols in particular offer unique potential for SHWSs to protect residents from dangers.
Of course, existing research has already dealt with many aspects of smart homes [10, 27, 95] and SHWSs [73].
Next to (long-term) research on users’ experiences [19, 52, 53] and creative workshops to co-design new use
cases for IoT-enabled devices [1, 8, 9], safety, security [20, 68], and privacy [28, 100] are also actively researched
in the home context. Regarding home automation, an important area of recent work has focused on making
the use of systems user-friendly, for example through intelligible predictions of smart homes’ behavior [19].
Paradigms that enable practical home automation setups have also been designed in user-friendly ways, including
the popular trigger-action programming (e.g., IFTTT) [83], tangible end-user programming interfaces [22], or
in-situ programming [62]. As trigger-action programs rarely work correctly on the first try, this strand of research
includes supporting users in debugging their recipes [23, 99] or even delegating the programming to large
language models (LLMs) [38]. While these advances allow home automation to become more widely spread, an
important question is how high automation should be. User interaction is not always mandatory, as these systems
can automatically execute specified protocols based on triggers that occur. However, high levels of automation
may result in a lack of control, causing frustration and impacting adoption intention [6, 94]. At the same time,
the goal of home automation systems is not the manual execution of tasks, and specifically in the context of
dangers in the home, higher automation may be preferable to assure the safety of residents. However, would fully
automatic SHWSs lead to maximum safety for residents? And how would potential errors impact such decisions?
Finding the optimal level of automation for SHWSs is not trivial, and while some existing research suggests that
semi-automatic systems are preferable [74, 75], research on users’ automation preferences of SHWSs is sparse.
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This poses the question of how much autonomy is appropriate for SHWSs, and whether the danger
and urgency of warnings impact the level of automation. Additionally, false positives need to be
considered, as the goal of protecting users may clash with the consequences of unwanted automation.
After reviewing related work in Section 2, we investigate these questions by creating a prototypical SHWS and
conducting two complementary user studies based on it (see Section 3). The prototype is capable of automatically
closing doors and windows as well as controlling power consumption of devices and ventilation systems, and
includes three different automation levels and four simulated warnings. Study I quantitatively records participants’
perceptions after interacting with our prototype (see Section 4). Section 5 then presents a follow-up mixed-
methods study, adding qualitative insights to participants’ perception of it and investigating false positives
and unwanted automation. We discuss our results in Section 6 and provide important traits of SHWSs. Finally,
Section 7 summarizes our work. Our results contribute to the area of HCI research on SHWSs that can warn of
and react to dangers. By evaluating our prototype and exploring which factors influence the preferred automation
level, our paper informs the design of future SHWSs to increase residents’ safety and security in their homes.

2 Related Work

In the following, we summarize related research on smart home safety and the needs of smart home users (see
Section 2.1). We then look into research on appropriate automation levels (see Section 2.2) and describe the
research gap we aim to bridge through our work (see Section 2.3).

2.1 Smart Home Safety and Users’ Needs

While many smart home devices provide users with convenient functionality to enhance everyday life [64],
the areas of safety, security, and privacy have become increasingly important as well [68]. Some authors refer
to systems that can monitor and warn residents of dangers as smart home alert systems [80] or smart home
monitoring systems [98]. However, as our work goes beyond monitoring and focuses on warnings in both critical
and non-critical situations, we will use the term smart home warning systems (SHWSs) [42, 72] in the following.
Recent research on SHWSs shows a variety of architectures [73], with both wired and wireless sensors being
used [85]. Applications are manifold, including intrusion detection, fire detection, or gas detection. As Sarhan
shows, these systems differ in the types of sensors and detection methods used [73]: Intruder detection can be
based on motion, vibration, or contact, while fires can be detected by smoke sensors, temperature sensors, or
flame sensors, or by applying computer vision to live camera footage. Using machine learning (ML) techniques,
these hazards can be classified with high accuracy [11]. Other safety-critical applications in smart homes include
health monitoring in the context of ambient assisted living [25, 39] or the use of photovoltaic systems to "survive"
power outages [49]. A recent practical example of SHWSs is showcased by a Ukrainian citizen, who, in response
to Russia’s invasion of Ukraine in 2022, built his own DIY SHWS to keep himself safe from missiles during the
war [26, 29]. While many scientists focus on specific use cases, such systems are typically not mutually exclusive.
By integrating multiple hazard warnings into one comprehensive SHWS, residents’ safety and security can be
further improved [42, 72]. Additionally, SHWSs are not limited to sensors and detection methods for local hazards
but can also include public warnings, such as flood, earthquake, or tornado alarms, which are often issued via
Cell Broadcast or warning apps [45]. The number of warning app users has increased in light of recent crises, but
as many citizens still do not use such apps [44, 56, 70], we believe that SHWSs can help fill this gap by combining
local warnings and publicly issued alerts in one system, ideally equipped with actuators that react to dangers.
While a lot of research on SHWSs has looked into technical improvements, the users’ perspective plays an
equally important role. Home automation may be seen as a positive form of technology, but recent research has
taken a more critical stance, showing through co-design workshops that non-experts may end up marginalized [92].
Other obstacles in the way of SHWSs include the users’ knowledge of safety-relevant functionality, their privacy
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concerns, and the appropriateness of warnings, as well as the perceived usefulness, ease of use, and control
over the system. Some users simply do not think about the ability of cameras to detect fires in their homes,
and instead use them to monitor their pets or to spy on neighbors [41]. Others know about safety-relevant
functionality but believe that it is too expensive or struggle activating it [5, 6]. Next to knowledge-based obstacles,
the users’ perception is also vital to consider when designing interactive systems. In this context, it is crucial
to assure that warnings not only function correctly on a technical level but also meet the users’ expectations.
Some users may wish to customize the geographic targeting of warnings or may only wish to receive specific
types of warnings (e.g., they may be uninterested in school or food product alerts) [44, 56]. Unnecessary or
excessive warnings can lead to alert fatigue [14, 87], resulting in important warnings not being taken as seriously
anymore. Haesler et al. investigate this phenomenon in the context of SHWSs by providing a taxonomy of
warnings based on their criticality and conduct a field study to evaluate different warning channels, such as Short
Message Service (SMS), light bulbs, and audio warnings [42]. Another key requirement is for residents to be able
to understand their homes’ behavior. Coppers et al. develop an algorithm that uses predictions and simulations
to assess which rules will be executed and evaluate their approach with diverse participants, finding that it
leads to better understanding and trust in the system’s actions [19]. Past research has also shown that users
need to trust that their privacy is respected, as excessive data collection leads to lower adoption of smart home
technology [17, 51, 93]. Solutions include sensible default privacy settings and the development of clear indicators
to show that data is being collected, similar to red lights next to cameras [100]. Other examples are haptic personal
privacy assistants that can be used to control multiple smart home devices’ sensors at once [24, 65] or tangible
privacy dashboards to raise awareness of data collection in smart homes [90]. Solutions for developers can entail
the use of privacy-aware design tools that consider privacy concerns from the very beginning of development [2].

2.2 Appropriate Levels of Automation

As discussed above, the large variety of actuators in smart homes means that SHWSs can react to anomalies
in various ways. Warnings can be presented using different warning channels, informing both present and
absent residents and even notifying emergency services. Residents can view cameras or otherwise interact
with the system, both from inside their homes via built-in displays and from afar via smartphone apps. SHWSs
can automatically activate water sprinklers to extinguish fires [3], adjust water valves [72], close doors and
windows [50], turn on the lights when a security camera notices potential intruders, or control the power
consumption of electronic devices. As these examples show, the level of automation can range from purely
providing information to interaction-based systems to fully automatic homes. Similar to the vision of cities’
infrastructures responding to emergencies [82], we believe that smart homes can protect residents on a smaller
scale. However, as research in other safety-critical areas shows, finding the correct level of automation can be
challenging. In fact, levels of automation have been researched in various domains for decades. Prior research has
often used the term "level of automation’, but as many taxonomies with differing definitions have been proposed
in the past and research suggests creating one’s own taxonomy based on the specific needs and requirements [84],
we define our own three automation levels to clarify our studies’ conditions (see Section 3 and thereafter).

Past research has looked into various aspects of automation, including the consequences on human perfor-
mance [67]. For example, Endsley and Kaber have conducted studies on the level of automation (LOA) in dynamic
control tasks, linking lower automation to better performance and intermediate automation to better situational
awareness [31, 32, 55]. Others have investigated the effect of higher automation in production systems on the
physical workload of workers, showing that semi-automated lines had several advantages over fully automated
lines [4]. Next to the domains of manufacturing and production [35, 36, 54], levels of automation have also been
investigated in aviation, where excessive automation can result in a change from active to passive information
processing, leading to reduced situational awareness [16]. Another safety-critical area where automation plays
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an important role is the realm of autonomous driving. Rodel et al. found that user acceptance and experience are
highest for levels of autonomy that have been deployed in modern cars, and decrease at higher levels [71].

Automation levels are also a concern in research on smart homes. Some studies have shown that excessive
automation may not always be a positive thing. In fact, if the level of automation is too high, users may
perceive a lack of control over the system, which significantly affects their attitudes and thus their adoption
intention [6, 93, 94]. Low levels of automation, however, may not be ideal either. If users had to initiate every action
of their smart homes, the perceived usefulness and ease of use may suffer, also leading to lower adoption [63, 66, 79].
For smart speakers, which are some of the most common smart home devices, finding the right amount of
proactivity is a challenge that has been taken on in recent years [15]. Some solutions include ML to learn users’
preferences [46], while other researchers use storyboard activities [97] or dialogue elicitation studies [88] to
inquire into factors that influence smart speakers’ desired proactivity. However, even for simple interactions,
errors are still common [89]. Looking more generally into smart home automation, Zaidi et al. investigate the
users’ perspective on how current smart home systems deal with conflicts between routines, i.e., cases in which
competing instructions are to be executed by the same device [96]. They conclude that user satisfaction of
resolving these conflicts relies on context and that their personal values influence their expectations.

Looking more generally into smart home users’ automation preferences, Schomakers et al. conducted a
qualitative study and employed quantitative online questionnaires, finding that many users preferred semi-
automated systems [74, 75]. This was likely the case because they retained a higher level of control, although
factors like reliability and storage location also seem to play a role. However, their research was performed in
the context of smart homes in general, while our focus lies specifically on SHWSs. Additionally, we wanted
to investigate automation with a realistic prototype to gather more informed data than is possible with online
experiments, because realism is an important factor in HCI research [60].

2.3 Research Gap

A considerable amount of research already exists on different aspects of smart homes, such as technical im-
plementations, users’ needs, or novel use cases of IoT devices. Additionally, research on levels of automation
has been performed in various domains, including manufacturing, aviation, and autonomous driving. When it
comes to smart homes, however, and specifically the notion of SHWSs, we note a lack of research on appropriate
automation levels. An open question is whether there are differences in users’ preferences of automation levels
between critical and non-critical situations, and which factors influence the optimal level of automation. We aim to
bridge this research gap by conducting two user studies in a realistic smart home, capable of warning residents and
executing helpful actions during situations of varying criticality. We aim to answer the following research question:

RQ: Which role does automation play in smart home warning systems, and how do situations of varying danger
and urgency influence the users’ experiences with such systems?

3 Research Design

In order to answer our research question, we created a prototypical SHWS inside a living lab and conducted
two complementary user studies, focusing on different aspects of automation in SHWSs (see Sections 4 and 5):

o Study I: We invited N = 48 participants into the living lab to interact with our prototype in varying
situations, collecting quantitative data through questionnaires focused on stress, interruption, and control.

e Study II: To extend the results of Study I and cover missing aspects, we conducted a follow-up study
with N = 16 participants in a mixed-methods design, gaining deeper insights into the perception of our
prototype and focusing on false positives, unwanted automation, and factors influencing users’ preferred
automation levels.
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4 Study I: Interaction With Our SHWS Prototype

This section describes the evaluation of our prototypical SHWS in a quantitative lab study. Section 4.1 begins
by providing detailed information on our chosen methodology. Section 4.2 then presents the results of our
questionnaires.

4.1 Methodology

This section details the methodology for Study I, most of which is also relevant for Study II. Section 4.1.1 begins
by presenting six hypotheses about SHWSs, followed by our smart home setup in Section 4.1.2. Section 4.1.3
then provides information on the participants. Subsequently, Sections 4.1.4 and 4.1.5 elaborate on the chosen
study design and variables, followed by participants’ tasks and the study’s procedure in Section 4.1.6. Ethical
considerations are discussed in Section 4.1.7, after which Section 4.1.8 explains the analysis of the collected
data. Results of Study I are presented in Section 4.2. Study II’s methodology and results are presented jointly in
Section 5.

4.1.1 Hypotheses.

e H1 - High Danger = High Automation: Users prefer higher automation in smart home systems
during more dangerous situations than in less dangerous, everyday situations.

Reasoning: While prior research has shown a preference for semi-automatic systems [74, 75], we expect
that in high-risk situations, users will prioritize safety benefits provided by high automation, similar to
how lane departure warning systems and lane keep assist are used in cars to prevent accidents.

e H2 - High Danger = High Intent to Use: Users show a greater preference for utilizing smart
home features during more dangerous situations than in less dangerous, everyday situations.
Reasoning: We expect users who are generally critical of smart home features to recognize the immediate
safety benefits during dangerous situations and be more willing to utilize them during dangers.

e H3 - High Danger = High Stress During Warning: The system’s warnings during dangerous
situations cause more stress than warnings of less dangerous, everyday situations.

Reasoning: As SHWSs should match the warning intensity to the criticality of the hazard [42], we expect
that more dangerous situations in our study will lead to increased stress. This is a natural consequence of
the system issuing appropriately intense warnings to ensure that users recognize the criticality.

o H4 (bidirectional) - High Automation = Different Stress Level During Safety Protocol: The level
of automation has an effect on the stress experienced while executing the safety protocol.
Reasoning: Higher automation could reduce stress by quickly handling urgent dangers, requiring less
decision-making and avoiding panic situations. However, the sudden activation of multiple actuators might
also overwhelm users or require undoing if disagreed with.

e H5 - High Automation = Low Interruption: Higher levels of automation in smart homes result
in less perceived interruption of everyday tasks than lower levels of automation.

Reasoning: We expect higher automation to cause fewer interruptions, as users will not need to manually
safeguard their homes. Lower automation requires more manual input, causing more interruption.

e H6 (bidirectional) - High Automation = Different Level of Control: The level of automation has
an effect on the perceived control over the situation.

Reasoning: While prior research has shown that high automation can reduce perceived control [74, 75],
highly automated SHWSs could help manage time-critical tasks, allowing users to focus on other tasks.

4.1.2  Smart Home and Setup. The study was conducted inside a tiny house on the campus of our university,
which is used as a living lab for our interdisciplinary research team to investigate (socio-)technical solutions for
crisis preparedness and mitigation (see Figure 1). It features various pieces of furniture and a kitchen, including a
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(a) The building is covered with photo- (b) Interior: ceiling lights, LED strip, LED  (c) While experiencing warnings, partic-
voltaic cells that provide electricity, al- bulbs, sliding door, window, fan, smart ipants sorted colored cubes located on
lowing it to keep up the most important speaker, flower pot, control panel. LED seven shelves, simulating a moderately
functionality during power outages. lights were used to issue warnings. challenging household activity.

Fig. 1. Outside (a) and inside (b + c) view of the smart home where our study took place.

wooden floor and ceiling. The interior comprises an open single room with several nooks and an open gallery. The
installed photovoltaic system on the building’s outer shell enables it to be self-sufficient during power outages
and to keep up emergency operation of its systems. We refer to this as “island mode” and also include it in our
study. Users can control the lights and various actuators, e.g., to adjust the building’s sliding door or its windows.

In the context of our study, we created a SHWS prototype with a 3D printed and assembled modular open
source smart speaker (see Figure 2a) that is based on the concept of Leinweber et al. [59]. It serves both as an
input and output device, and can be used to react to warnings that are issued during our study. The speaker
includes a button for user interaction as well as lights to communicate the system state. On a technical level,
integration with the smart home system uses a Raspberry Pi configured with Mosquitto as a Message Queuing
Telemetry Transport (MQTT) broker [48], alongside Node-RED! and Zigbee2MQTT? for communication and
device control. The built-in components of the smart home, including the light-emitting diode (LED) ceiling lights,
door and windows, were managed using the KNX to MQTT interface. For devices that were specifically installed
for the purpose of our study, we connected a Zigbee dongle to the Raspberry Pi to allow for the integration and
configuration of Zigbee devices. Each device was assigned a topic name and unique device name, which were
used in Node-RED for precise device addressing and control.

The smart home already had a central control interface installed on a wall, which can be used to adjust the
motorized sliding door (see Figure 2b), the motorized windows (see Figure 2c), and to manage the ceiling lights
(see Figure 2e), all of which can also be controlled by our SHWS. In addition to the motorized process, the sliding
door can also be opened manually by hand. In an effort to make the smart home more realistic and homely, we
integrated various devices and items within the building, including specialized LED light bulbs, an LED light
strip attached to the stairs’ handrailing, a fan, and potted plants.

4.1.3  Participants. We recruited N = 48 participants (25 identifying as female, 23 as male, none as non-binary),
aged between 18 and 32 (M = 24.10, SD = 3.78), through university-internal mailing lists and posters. We chose
to recruit primarily students to reach more participants, as the mixed design of our study (see Section 4.1.4)
meant that participants would be divided among the different factor levels of the between-subjects variable (i.e.,
automation level). 25 participants were studying in a Bachelor’s program, 17 in a Master’s program, and five

https://nodered.org/
Zhttps://www.zigbee2mgqtt.io/
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(a) Smart speaker and LED light bulb (b) Sliding door that had to be opened (c) Windows that had to be opened or
that were used to issue warnings. or closed during the study. closed during the study.

(d) Fan that had to be turned on or off (e) Ceiling lights that had to be turned (f) Potted flowers that had to be watered
during the study. off during the study. during the study.

Fig. 2. The interior of the smart home, which not only has a kitchen and furniture, but is also equippable with various smart
home interfaces that we used during our study.

were PhD students. To reduce sampling biases, we specifically recruited students from diverse majors, including
thirteen participants studying architecture, nine studying computer science, and five studying psychology. Other
majors included various engineering disciplines, political science, and sports science. Participants received 20
euros for approximately 45 minutes inside our smart home setup, ensuring compensation that exceeded the
minimum wage for both their participation and travel time to our setup. Prior to the main study, we conducted
two trials to ensure a smooth process.

4.1.4  Study Design and Independent Variables. Due to ethical concerns, we chose to conduct our study inside a
living lab, allowing us to keep control over the setup. While realistic field studies would certainly provide more
contextually valid data, we aimed to counteract the loss of realism through a distraction task and homely interior.
We used a 3 X 4 mixed design in our study. The first independent variable was the degree of automation of
the SHWS, with three different factor levels (between-subjects). Initial warnings were identical between
all of them, as the SHWS always signaled a warning by activating the light bulbs and LED strip and by playing a
sound through the smart speaker. However, further actions differed between the automation levels:

e Automation Level 0 (ALO) - Low level of automation, manual execution. If the user pressed the
speaker’s button, additional information about the detected threat and recommended actions were provided.
The system did not automatically execute these actions; users had to perform them manually if they wished
to implement the recommended steps.
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o Automation Level 1 (AL1) - Medium level of automation, timer-based execution. If the user pressed
the speaker’s button, additional information about the detected threat was provided. Moreover, the system
informed the user of the recommended actions and gave them a 30 second window to press the button
again if they wished to abort the execution. If the button was not pressed within 30 seconds, the system
automatically executed the actions of the predefined safety protocol.

e Automation Level 2 (AL2) - High level of automation, immediate execution. Without any user
interaction required, the speaker immediately informed the user of the detected threat and which actions
were recommended. The system instantly began executing the actions of the predefined safety protocol
and informed users that they could press the speaker’s button to cancel or undo them.

While interviews and online questionnaires have been used in prior research on smart home automation and
found that users seem to prefer semi-automatic systems [74, 75], we wanted to investigate this topic through
a study involving an actual prototype and focus specifically on smart home warning systems. We expect that
higher automation may be particularly useful in dangerous situations, though the exact specifics of the system
are not clear. Therefore, ALO serves as an information-based system that warns residents, but requires interaction
to provide additional details and does not execute any actions; participants have to execute the recommended
actions on their own. For AL1 and AL2, we wanted the system to act automatically, but allow users a level of
interaction to retain a feeling of control. AL1 requires some user input and then executes the safety protocol
based on a timer, while AL2 does not require any input and executes the protocol immediately. The advantage of
AL2 is quicker execution and not requiring user input, while AL1 may be seen as favorable when users disagree
with the system’s actions.

Our prototype’s automatically executed actions include opening and closing the smart home’s windows and
doors, controlling the ventilation system, and disabling unnecessary electronic devices. For the warning of dry
potting soil (see below), the system simulated watering the plants by announcing it via the speaker. Additionally,
we attached a small pipe to the flower pot to make it look more realistic. Table 1 provides additional information
on how each automation level affected our SHWS prototype in each of the simulated warnings, which are
described next.

The second independent variable was the warning scenario, with four different situations (within-
subjects) shown in Table 1. The specific warning scenarios were chosen because they represent typical dangers
or problems that may occur in everyday life, including situations of varying criticality. The highest criticality
is given by the detected gas leak, as it is both highly dangerous and urgent for residents to react to. Another
warning was issued for intense heat, which can be dangerous to residents but does not pose the same urgency as
a gas leak. As our third warning, a power outage typically does not pose immediate danger to residents, though
it is still an urgent situation to be dealt with. Finally, the warning of dry potting soil neither poses a threat nor
does it require an urgent reaction, resulting in a very low criticality.

We generally followed the recommendations by Haesler et al. [42], presenting critical warnings more intensely.
However, we deviated slightly from their proposed taxonomy, and instead directly mapped the different attributes
to modalities: Danger was mapped to light color, with higher dangers using red lights and lower dangers using
white lights. Urgency was mapped to light permanence, with more urgent situations causing lights to flash and
less urgent situations resulting in static lights. Overall criticality was mapped to sound, with critical warnings
using sirens and less critical ones using notification sounds. We chose sensible recommended actions (which are
also referred to as safety protocol in the following) for each warning scenario and included multiple actuators
where possible.

As such, each participant was assigned one of the three automation levels and experienced four
different warning scenarios.
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Table 1. The four different situations that each participant was warned of during the study, including their danger, urgency,
criticality, how they were presented, and the smart speaker’s recommended actions.

Situation Danger Urgency Criticality Warning Modalities

Gas Leak Very high Very high  Very high  Siren sound, flashing red lights, speaker voice mes-
sage “A gas leak has been detected in the area.”

Recommended Actions:

ALO: “Please close all windows and doors and turn off the fan.”

AL1: “In 30 seconds, I will close all windows and doors and turn off the fan. Push button to stop the execution.”

AL2: “T have to close the door, windows, and turn off the fan now. Push button to stop and undo the execution.”

Intense Heat High Medium High Siren sound, static red lights, speaker voice message:
“Very high temperatures have been detected.”

Recommended Actions:

ALO: “Please open the door, all the windows, and turn on the fan.”

AL1: “In 30 seconds, I open the door, all the windows, and turn on the fan. Push button to stop the execution.’

AL2: “T will open the door, all the windows, and turn on the fan. Push button to stop and undo the execution.”

>

Power Outage Low High Medium  Notification sound, flashing white lights, speaker
voice message: “Strong fluctuations in the power grid
were detected. House is in island mode.”

Recommended Actions:

ALQ: “Try to save electricity and turn off all unnecessary lights and devices.”

AL1: “In 30 seconds, I will turn off all unnecessary lights and devices. Push button to stop the execution.”

AL2: “T will turn off all unnecessary lights and devices. Push button to stop and undo the execution.”

Dry Soil None Low Very low  Notification sound, static white lights, speaker voice
message: “Potting soil is very dry.”

Recommended Actions:

ALO: “Please water the plants.”

AL1: “In 30 seconds, I will water the plants. Push button to stop the execution.”

AL2: “T will water the plants.”

4.1.5 Dependent Variables and Control Variables. We collected responses to a mix of standardized questionnaires
and custom Likert scale items that were specifically tailored to important aspects of our study. Unless otherwise
noted, custom questions were based on 7-point Likert scales, with higher ratings indicating higher agreement.
The full questionnaire is shown in Appendix B.1.

As dependent variables, we were interested in participants’ automation preferences and intentions to use
smart home features to find out whether there is a 