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Abstract

As part of information systems, the research field of crisis informatics increasingly investigates the po-
tentials and limitations of mobile crisis apps, which constitute a relatively new public service for citizens
and are specifically designed for the dissemination of disaster-related information and communication
between authorities, organizations and citizens. While existing crisis apps, such as KATWARN or NINA
in Germany, focus on preparatory information and warning functionality, there is a need for apps and
research on police-related functionality, such as information on cybercrime, fraud offences, or search
for missing persons. Based on a workshop with civil protection (N=12) and police officers (N=15), we
designed a questionnaire and conducted a representative survey of German citizens (N=1.219) on the
past, current and future use, perceived helpfulness, deployment and behavioural preferences, configu-
rability and most important functionality of mobile crisis apps. Our results indicate that in addition to
emergency and weather warnings, crime- and health-related warnings are also desired by many, as is
the possibility for bidirectional communication. People also want one central app and are resistant to
installing more than one crisis app. Furthermore, there are few significant differences between socio-
economic groups.

Keywords: Crisis apps, disaster communication, crisis informatics, representative survey, Germany.

1 Introduction

In the past two decades, information and communication technology (ICT) has become a relevant part
of responding to crises and fostering public safety against bio-medical or chemical emergencies, large-
scale traffic accidents, natural disasters and catastrophes, human-made attacks, terrorism and political
uprisings (Olteanu, Vieweg and Castillo, 2015; Palen and Anderson, 2016; Stieglitz, Mirbabaie and
Milde, 2018). The corresponding multidisciplinary field of crisis informatics, which seeks to combine
knowledge from computer science, information systems and social sciences, largely focuses on the uti-
lization of social media technologies, including artificial intelligence and social media analytics, applied
to crisis management and response by emergency services (ES), affected citizens and digital volunteers
(Alam, Ofli and Imran, 2019; Kauthold et al., 2019; Kauthold, Bayer and Reuter, 2020; Soden and
Palen, 2018; Stieglitz et al., 2018). However, an increasing body of research examines the development,
evaluation, potentials and limitations of so-called crisis apps. These are understood as mobile
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smartphone apps specifically designed by public authorities for the distribution of disaster-related infor-
mation and communication between authorities, organizations and citizens across different phases of
the emergency management cycle (EMC) (Grinko, Kaufhold and Reuter, 2019; Helmerichs et al., 2018;
Karl, Rother and Nestler, 2015; Tan et al., 2017). Crisis apps nowadays complement existing multichan-
nel warning systems, such as MoWasS (Modular Warning System) in Germany, to increase urban resil-
ience (Klafft, 2013; Weichselgartner et al., 2018).

Despite Germany being frequently struck by severe floods and storms and recently experiencing terror-
istic attacks, such as the 2016 Munich shooting and 2016 Berlin truck attack, most German citizens have
never experience a crisis and do not consider the risk very high (Guha-Sapir, Hargitt and Hoyois, 2004;
Hoppe, 2015; Mirbabaie et al., 2019). The lack of preparation enhances the potential damage inflicted
by a crisis, which means locals’ threat awareness should be raised and according measures for a higher
crisis risk should be supported (German Federal Ministry of the Interior, 2015). Accordingly, existing
crisis apps in Germany, such as KATWARN or NINA, which support different crisis types, focus on
preparatory information and warning functionality, and provide different degrees of configurability
(Kotthaus, Ludwig and Pipek, 2016). Although existing representative studies for Germany examined
the citizens’ adoption and use of crisis apps, they did not include police-related functionality, such as
information on cybercrime, fraud offences, or search for missing persons (Grinko, Kaufhold and Reuter,
2019; Reuter et al., 2019). Furthermore, as research indicates that only 16% of German citizens used
crisis apps, ways to incentivize their use and continuance of use have to be explored (Reuter et al., 2017).
In order to examine the use, perceived helpfulness, deployment and behavioural preferences, desired
configurability and functionality of crisis apps, our paper integrates insights from both civil protection
and police officers to answer the following research questions:

e RQI1: What is the citizens’ past, current and expected future use and the perceived helpfulness of
crisis apps in comparison to other media channels?

e RQ2: What are citizens’ preferences on the deployment as well as the information and warning be-
haviour of crisis app?

e RQ3: What are citizens’ demands on configurability, required and most important functionality of
crisis apps?

The paper is structured as follows: After discussing related work on the characteristics and continuous
use of crisis apps, outlining a research gap (section 2), we introduce the overall method of our empirical
study (section 3). More specifically, based on a workshop with civil protection (N=12) and police offic-
ers (N=15) for the design of the questionnaire, we address these research questions by conducting a
quantitative representative survey with German citizens (N=1.219). We then present the descriptive and
statistical results of our survey, also comparing some of them to findings of previously published work
(section 4). The subsequent section discusses our findings, the limitations of our study and concludes
with potential future work (section 5).

2 Related Work

Since September 11", 2001, ICT have played an increasing role in fulfilling information demands in

crises and helping concerned parties communicate with each other (Hughes et al., 2008; Reuter and
Kauthold, 2018). Facilitated by the wide distribution of smartphones and mobile apps, crisis and warn-
ing apps have been developed to supplement crisis communication and management efforts (Karl,
Rother and Nestler, 2015; Tan et al., 2017). Crisis apps refer to mobile smartphone apps which are
designed for the purpose of disaster-related information and communication (Appleby-Arnold et al.,
2019). Furthermore, the term warning apps is often used to refer to crisis apps which focus on warning
functionality (Reuter et al., 2017). These apps are typically used as a direct means of communication
between emergency services and citizens and research shows that crisis apps serve a different audience
than social media do (Haunschild, Kaufhold and Reuter, 2020), specifically a group that favours direct,
privileged information.
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21 Characteristics and Use of Crisis Apps

Among the most popular existing crisis apps in Germany are KATWARN and NINA, which deliver
warning messages based on the users’ GPS coordinates or user-defined locations and offer recommen-
dations for actions as well as general tips (BBK, 2015; Fraunhofer FOKUS, 2018). Furthermore, affected
people can inform contact points and tell them to what extent they are affected by the crisis or not.
Groneberg et al. (2017) have so far conducted one of the broadest international crisis app comparison
based on categories of information (e.g., push notifications, maps, news, organisational information),
communication (e.g., social media integration, direct 112 emergency calls, contact directory, “I’m safe”
notification) and preparation (e.g., emergency planning, behavioural tips, descriptions of dangers, train-
ings). They found that the most frequent crisis app functionalities in the information category are warn-
ings, followed by maps and general information or news. The first aspect is also the most expected one,
while (potential) users also often wish to receive behavioural advice and to help emergency services by
providing on-site information (Reuter et al., 2017). However, communication and preparation functions
are less widely spread in crisis apps (Groneberg et al., 2017). A review by Tan et al. (2017) revealed 57
crisis apps, whereof 16 had crowdsourcing, 13 collaboration, 13 alerting and information, nine collating,
and six notification as primary purpose. In summary, 86% of the examined crisis apps contributed to the
EMC’s response phase, while only 26% had functionality contributing to each the mitigation, prepared-
ness, and recovery phases.

One advantage of crisis apps lies in resilience against infrastructure breakdowns such as power outages,
providing an additional channel for crisis communication, allowing for ubiquitous usage, utilizing their
battery life and providing recommendations for action even offline (Nestler, 2017). In a study of Mark-
wart et al. (2019), people who received warning messages reached a safe spot faster than the control
group, showing the apps’ positive impact. Furthermore, crisis apps with formalized bidirectional com-
munication functions enhance trust by giving users the impression that they are appreciated contributors
(Appleby-Arnold et al., 2019). However, concerning their usage, low familiarity with such apps and
their benefits is currently the greatest barrier: As found in a representative survey, only 16% of Europe-
ans have been using crisis apps (Reuter et al., 2017). A following study by Reuter et al. (2019) also
shows that risk culture is an important aspect for peoples’ expectations in crises and that strong national
differences exist in terms of crisis apps: while 28% of the Dutch population reported to have downloaded
and used a crisis app, 16% in Germany and Italy, and only 7% in the UK had done so. Despite the
findings that many people perceive a civic duty to stay informed and follow authorities’ instructions
(Appleby-Arnold et al., 2019), retention of such apps appear to be low. This may be due to the limited
awareness of their availability, to their infrequent use, or the inadequacy of their design, which results
in users’ dissatisfaction and deletion of the app. By exploring peoples’ wishes and needs, we can induce
how an app should be designed to increase their continuous use.

2.2 Artefacts Mediating Citizen-Agency Interactions

Since many aspects of emergency interventions are a government service, the use of crisis apps can be
regarded as an element of e-government. E-government means the use of ICT to improve government
services and requires organizational change. Digitization is changing the ways in which citizens and
agencies interact (Lindgren et al., 2019) and crisis apps are changing crisis communication, data transfer
and processing and visualization of information (Tan et al., 2017). As Tan et al. (2017) show, about a
third of crisis apps mainly support traditional one-way (one-to-one and one-to-many) interactions, re-
garding the public as a victim of disasters and as information receivers. About two thirds have followed
the trend to (also) support the public’s role as in-situ sensors and offsite volunteers, employing many-
to-many interactions and/or many-to-one-to-many interactions. In this process, the skills required by
citizens to access services or information and to participate can change. But agencies’ tasks can also
shift from case work towards educating people how to access digital resources (Pors, 2015) or move
towards collating of content, alerting and informing, facilitating collaboration and crowdsourcing (Tan
et al., 2017). In addition, while general-purpose apps are being used in crises because of peoples’ famil-
iarity with these apps, these may not be designed for the special requirements relevant in crises. In
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contrast, crisis apps are often less relevant to citizens’ day-to-day life but designed to fulfil certain func-
tions specifically in emergencies. While initiatives have already been taken to adjust emergency re-
sponse to social media activity, for example by Virtual Operations Support Teams (VOST) (VOSG,
2019), this has so far been unexplored regarding crisis apps. This leaves the question open whether
citizens’ preferences in emergencies are best served by familiar general-purpose apps — requiring emer-
gency services to adapt their organization and processes to these tools — or by designing specific crisis
apps, which can be more geared towards emergency services’ structures and needs. So far, citizens’
expectations have not been analysed with this perspective of required organizational adaption.

However, there is a risk that authority-centred apps will not be highly used by citizens. Tarute et al.
(2017) find that continuous use of apps is mainly promoted by design and information quality.
Information given by the app must be timely, relevant (Nikou and Mezei, 2013) and necessary (Tarute,
Nikou and Gatautis, 2017), while unnecessary information can lead to confusion and dissatisfaction.
Other factors affecting user’s satisfaction can be the ease of use (mental effort put into handling), privacy
aspects, battery drainage (Olubusola, 2015) and ease of access and download (Kim, Kim and Wachter,
2013). While there are many studies on retaining users on health and educational mobile apps, only few
studies have explored factors that influence citizens’ use of government-related apps. Their findings
suggest that trust, performance expectancy and ease of use are the primary factors influencing whether
or not such apps are engaged with (Sharma et al., 2018; Susanto, Diani and Hafidz, 2017). Research
specifically on crisis apps shows that utility, dependability and output are significantly positive related
to continuance, while graphics and input can negatively affect it (Tan et al., 2018). Requirements and
perceptions of IT and security are culturally influenced (Sturm and Nestler, 2018), therefore determining
such requirements in a representative manner is crucial to designing usable systems. In addition, since
crisis apps can help emergency services spread and receive important information, exploring what fea-
tures are important to potential and current users is paramount to identifying which aspects would make
such an app more useful to citizens and whether features could be added that avoid unnecessary infor-
mation, yet provide value to users despite the infrequent nature of emergencies.

2.3 Research Gap

In crisis informatics, an increasing body of research examines the functionality, evaluation, potentials
and limitations of crisis apps (Tan et al., 2017). Published representative surveys based on the Germany
population investigated the citizens’ adoption and use of mobile apps for civil protection (Grinko,
Kauthold and Reuter, 2019; Reuter et al., 2019). However, they did not provide insights on police-
related functionality, which was requested by workshop participants (section 3). In addition, a risk per-
ception paradox has been identified, which shows that a high perception of being at risk regarding nat-
ural hazards does not mean that precautions are being taken by citizens (Wachinger et al., 2013). Being
reminded of previous experiences as well as trust in authorities’ and experts’ advice have been shown
to increase citizen preparedness. Despite manifold potentials of crisis apps (Markwart et al., 2019), re-
search indicates that only 16% of German citizens have used crisis apps, and ways to incentivize their
use, desired configurability and functionality as well as continuance of use have to be explored (Reuter
et al., 2017). In addition, while e-government is often regarded as the use of technology for delivering
services to largely passive citizens, crisis research suggests that citizens are capable of participation and
self-organization (Wachinger et al., 2013; Kaufhold and Reuter, 2016) and that ICT may promote such
active roles (Palen et al., 2010). In studying citizens’ demands and preferences, we can deduce which
organizational aspects may have to be changed to accommodate participation, different use patterns, to
meet citizens’ requirements and to be inclusive. Thus, our study seeks to contribute to the knowledge
base by examining the citizens’ past, current and expected future use and the perceived helpfulness of
crisis apps in comparison to other media channels (RQ1), preferences on the deployment as well as the
information and warning behaviour of crisis app (RQ2), and demands on configurability, required and
most important functionality of crisis apps (RQ3). In addition to including questions that are particularly
relevant to practitioners identified through a workshop, the analysis is based on a representative sample
of the German population, which allows identifying usage patterns and the effect of socio-demographic
factors and attitudes towards trust on the use and preferences towards crisis apps.
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3 Empirical Study: Representative German Survey

31 Survey Design

On the 13™ of February 2019, we conducted a workshop at a German central federal police agency that
dealt with the use of mobile apps in crises, comprising civil protection (N=12) and police (N=15) offic-
ers. At the start we introduced the procedure for conducting a representative survey and the aim of this
workshop to generate a questionnaire. Examples of closed and open-ended questions were introduced.
After the presentation, the workshop comprised of three phases: In the reflection phase (10 minutes),
based on their individual creativity, participants were instructed to note their ideas or questions on mod-
eration tasks. In the presentation phase (20 minutes), participants presented their ideas and we subse-
quently arranged them thematically on a flip chart. The participants were encouraged to write down
further ideas during the presentation phase. Finally, in the discussion phase (60 minutes), based on the
group’s collective creativity, participants discussed existing moderation cards, generated new ones and
reflected upon their thematic grouping. In an integration phase, the workshop results were combined
with a previously published survey (Grinko, Kaufhold and Reuter, 2019), whereof two questions (Q1,
Q3) were re-integrated and extended to compare two datasets, resulting into seven distinct questions:

o Helpfulness and Use of Crisis Apps. Firstly, we designed two questions since officers were inter-
ested in the past, current and future use of crisis apps (Q1) and the perceived helpfulness of media
channels in previous crises (Q2), which could impact the depth and breadth of their analysis and
communication strategies.

o Attitudes and Sharing Behaviour regarding Crisis Apps. Secondly, we designed two additional
questions since officers were interested in the citizens’ attitude (Q3) and sharing behaviour (Q4)
using crisis apps as a more detailed picture on motivations and fears would help them to feasibly
adapt their communication strategy.

e Configurability and Functionality of Crisis Apps. Lastly, to further improve their analysis and
communication strategies, emergency services were interested in citizens’ expectations towards the
configurability and functionality of crisis apps. Thus, we integrated three questions on the overall
configurability (Q5), desired (Q6) and most important (Q7) functionality of crisis apps.

3.2 Data Collection and Analysis

After two rounds of feedback from the central federal police agency, the finalized questionnaire was
self-hosted through LimeSurvey, then sent to the commercial and ISO-certificated panel provider Gap-
Fish in May 2019, which ensures random sampling and representativeness according to age, gender,
regional distribution and education. The survey covered the above dimensions which translated into
seven closed and four socio-demographic questions about age (continuous 14-87 years), education (5-
point ordinal scale “no school diploma” to “university degree”), urbanization (4-point ordinal scale “less
than 5.000 inhabitants” to “more than 100.000 inhabitants™), gender (3 categories, “male”, “female”
“other”', “no answer”). The definition of emergencies as unforeseeable events (such as epidemics, earth-
quakes, fires, big accidents, or floods) that impact several people and require immediate action to mini-
mize negative consequences was given before the relevant questions. Information and warning apps
were defined as smartphone applications that can provide information on how to behave before, during
and after an emergency, and that can warn about imminent emergencies such as an attack, a bomb dis-
covery, multiple vehicle collision, or storms. For all generated items, we followed guidelines for valid
item design, including phrasing positively, clearly, short, concisely, and understandably, limited to one
statement per item and avoiding leading questions (Moosbrugger and Kelava, 2012). Though items
should be related to the present (Mummendey and Grau, 2014), due to the infrequent nature of emer-
gencies, we resorted to previous experiences, so potential effects of remembering should be taken in
account in interpreting the results. Questions are either on a 5-point interval Likert scale (allowing for

I Since only one respondent identified as “other”, the category could not be used for analysis due to the small group size.
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“no response”) to evaluate the degree of agreement with a statement or the judgement of relevance of
functions and design features. One categorical variable reveals the respondents’ experience (16,5% were
currently using an app, 26% had previous or current experience) and awareness of different warning and
emergency apps. After elimination of incomplete answers, N=1.219 reliable answers resulted represent-
ing the German population in age, gender, geography, urbanization and education (Statista, 2018), of
whom 68% had been in an emergency (N=827). An approximation of normal distribution of the data
can be assumed due to the sample size (Leonhart, 2008).

We analyse the data using Chi Square tests, Cramer’s V, Kendall’s tau-b, ANOVA, Spearman’s rho and
Pearson’s r, depending on the scale of the dependent and independent variables. For the categorical
variable “gender”, we applied the t-test for independent samples, paying attention to the assumption of
homogeneity of variance through a Levene test. We judge effect sizes of Pearson’s r of |0,10| as a small,
of |0,30| as a moderate, and of |0,50]| as a strong correlation (Cohen, 1988). For the statistical analysis
we use IBM SPSS Statistics Version 26. For each analysis, we chose the test that is most robust and
allows for the most fine-grained scale. An exception is made when testing for non-linear correlations,
for which data are recoded into categories to test group effects, such as binary categories for those under
25, over 45 and those over 60-years old. We test city size and age for collinearity and find no multicol-
linearity (VIF = 1). In Q1 and Q3, we furthermore compare the studies of 2017 (N=1.069) and 2019 to
see if and how crisis app use patterns and expectations have changed over recent time. The comparison
data come from a 2017 survey conducted in Germany (Grinko, Kaufhold and Reuter, 2019).

4 Empirical Findings
4.1 Awareness, Use and Helpfulness of Crisis Apps (Q1, Q2)

Awareness of crisis apps is currently not widespread in Germany (Figure 1). The German Red Cross’
(DRK) app is the only app that more than 50% of respondents were aware of, followed by Facebook’s
Safety Check, KATWARN (of the Fraunhofer Institute for Open Communication Systems) and NINA
(of the Federal Office of Civil Protection and Disaster Assistance), which are known only to about a
third of the population. Other apps are unknown to about 80% of respondents. But awareness does not
equate to usage: Despite being well-known, the DRK’s app is used by only 4% of the population, while
the most actively used app, NINA, is used by 12%. Current or former usage varies between 16% (NINA)
and only 2% (Safeture). Numbers on future use show a slightly better picture. Here, between 14% (DRK)
and 4% (Cell Broadcast) of participants indicate that they would use a certain crisis app in the future.
For most apps, the percentages of approximate future use are as high or even higher than those of current
or former use. However, there is also a substantial group of respondents (10% - 27%) who are aware of
crisis apps, and despite never having used them are not planning on using them in the future.

Safeture W&1% 6% 11% 80%
Disaster Alert W62% 5% 11% 81%
SoftAngel 2.0 m62% 5% 10% 82%
safeREACH 3% 5% 13% 78%
Galileo-LawinenFon Be@2% 6% 12% 79%
BIWAPP ms@m2% 6% 9% 81%
Cell Broadcast ms@2% 4% 13% 79%
Sicher reisen BEBI"3% 8% 15% 1%
Deutsches Rotes Kreuz s 7% 14% 27% 48%
Facebook Safety Check s 5% 10% 18% 60%
KATWARN s 4% 9% 10% 67%
NINA 4% 9% 10% 66%

0% 10% 20% 30% 40% 50%

Figure 1. Q1: Use of crisis apps (Yes, [ am currently using it,
, , , I do not know this app)
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Looking across emergency apps, 16,5% of Germans currently use any app (19% when including Face-
book’s Safety Check) and 26% have current or previous experience with a crisis app. This leaves 9,4%
of the population having tried out at least one app and discontinued use. Of those, 14% are now using
the Facebook Safety Check feature. Looking at those who had used an app, its usefulness is judged
positively (63%), more positively than other online sources, including social media. However, personal
conversations and especially contact with emergency services surpass apps in their evaluations. An
ANOVA shows that neither age (p= 0,093) nor gender (p= 0,083) have an effect on the evaluation of
apps by those who had used them. However, gender is to a small degree significant for whether or not
the app was used (¥*(1) = 12,97, p < 0.001, ¢ = 0,14): Of those who had been in an emergency and had
not used an app, 61% were female. Of those who had used the app, 46% were female, and 64% of
females had used an app versus 77% of males. In contrast, age (Cramer’s V =0,11; p =0,51) and city
size (Cramer’s V = 0,04; p = 0,85) do not influence the use of crisis apps in emergencies. While older
age (over 65s, N = 108) does not decrease the chance of using an app, surprisingly youth (under 25s, N
= 136) very slightly does (¥*(1) = 8,175, p = 0.004, ¢ = -,104). Another small non-linear effect can be
attributed to education (Cramer’s V = 0,139, p = 0,006), with highest user rates of 75% and 77% among
those without school diplomas and those with university degrees. Urbanization is not a significant and
relevant factor for the use of a crisis app: neither rural nor urban respondents have significantly more or
less experience.

Comparing app use in 2017 with 2019 (Figure 2), an increase in current use can be found across apps
and the Facebook’s safety feature, with the greatest increase for NINA. Especially NINA has enlarged
its current userbase (4% vs. 12%). Furthermore, KATWARN (6% vs. 9%) and Facebook Safety Check
(3% vs. 6%) can now report higher figures than two years ago, while Safeture remained at 1%, although
it can report higher numbers on future use. A small increase in plans for using crisis apps can also be
found for NINA and KATWARN (both 7% vs. 9%), while fewer people are planning on using Face-
book’s feature (13% vs 10%).

1%

0% gy 3% 1ot~ %
95% . 6% . 6% b 1%

o0t 6% - 8% 5% 0 6%
° o 4%
85% 7% S 7% 10%
80% 99, 9% 13% 93% 91%
0 82% 819
;g; : 76% “ 7% 75% 1%
2017 2019 2017 2019 2017 2019 2017 2019
NINA KATWARN Facebook Safety Check Safeture
Figure 2. Comparison of crisis apps use (Yes, [ am currently using it,

s , Not sure / No, I haven’t used it)

Regarding the judgement of helpfulness by those who had been in an emergency and used the source,
crisis apps (N= 536) are well-rated (Figure 3): 63% rate them as rather or very helpful, surpassing the
judgements of social media and other online sources. However, radio, television, personal and telephone
conversations and contact to rescue services are generally judged more positively. An analysis of pref-
erences has identified distinct preference groups (Haunschild, Kaufhold and Reuter, 2020): Fans of crisis
apps also particularly favour other online sources, contact with emergency services and local announce-
ments, as well as social media. In contrast, those who favour newspapers do not judge apps positively,
while they are a success for those who prefer direct contact with emergency services. However, those
who like using social media in emergencies do not particularly appreciate apps. This suggests that all
sources fulfil particular needs that differ between users. It also indicates that app users in emergencies
are a group that particularly seeks out privileged information from emergency services, be it through an
app, direct contact or their websites. Other affected people may also be using their mobile phones in
emergencies, but they may be fulfilling different needs by accessing social media. Then again, people
who contact emergency services are also favourable towards apps, so this is a group that may be partic-
ularly interested in crisis apps.
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3 - Contact to rescue service, fire brigade, police or hospital (N=796) B%5%14% 28% o 50%
<
8 =
'§ g Personal conversations (e.g. with family, friends, neighbours) (N=795) B%5% 20% 33% A%
O =
V=
g § Telephone conversations (e.g. family, friends, neighbours) (N=722) B&6% 23% 31% 3%
5
=g y
5 ¢ Television (N=767) H869%  19% 29% R
3538 Radio (N=758) 8%  21% 27% Y
22
7 ?E A warning and information app (e.g. NINA) (N=536) [Bll7% 19% 25% S 38%
v O
o 0
E QE) Social media (e.g. Facebook, Twitter, Instagram or YouTube) (N=739) [l 11% 24% 30% O 28%
m
o = . . .
§ 2 Information on site (e.g. notlceg\,] 3%3;;, loudspeaker announcements) B% 12% 26% 3% 4%
Q=
é _‘*.'? Other internet services (N=673) Sl 11% 27% 31% 2%
=
> &
& = Newspapers and magazines (N=713) [IESEl 17% 32% 22% 6%
Pearson’s r Crisis Social me-  Contact Local an- Personal con- TV Radio Other inter- Newspa-
app dia (SM) to ES nouncements versations net services per
Crisis app 1 0,327 0,420 0,401 0,259 0,205 0,253 0,456 0,219
SM 0,27 1 0,206 0,316 0,188 0,296 0,309 0,494 0,19
Contact to ES 0,393 0,206 1 0,447 0,318 0,26 0,297 0,225 0,156
Newspaper 0,14 0,190 0,156 0,281 0,2 0,465 0,424 0,237 1
Figure 3. Q?2: Helpfulness of and correlations between information sources (not, ,
, , very helpful)

4.2 Attitudes and Sharing Behaviour regarding Crisis Apps (Q3, Q4)

Despite the low crisis app use, almost 70% agree that some form of crisis app implementation is desir-
able and reasonable. Strong agreement (65%) can be found regarding the wish for centralisation in one
standardised app that is fed by several emergency services, which is mirrored by peoples’ resistance to
installing more than one crisis app (44%). Having an app preinstalled on phones upon purchase is also
supported by 55%, while 19% are opposed. However, people mainly want to maintain control over being
able to deactivate such a preinstalled app (45%). While a surprising number of people wish for an app
to replace other existing information sources (41%), a large portion also oppose this idea (31%). Apps
complementing other sources is widely supported (65%). Regarding people’s design and implementa-
tion wishes for a crisis app, patterns are very similar (56% to 63% approval and 12% to 19% opposition).
Most agree that such an app should only send messages in acute emergencies (63%), the status should
always be visible on the lock screen, and messages should be sent each time an event is updated. In
contrast, 50% are also in favour of only one message being sent for each event. Gender influences a few
of these judgements, but only slightly: A t-test for independent samples shows that women are less
prepared to have several crisis apps (t(1119)=-3,204, p=0.001), and oppose apps replacing other sources
more strongly (t(1113)=-1,88, p=0.06), while they favour the idea of a pre-installed app more strongly
than men (t(1132)=2,776 , p= 0.006). An ANOVA’s R? shows that even where significant, age explains
less than 2,5% of the observed variation and is therefore not relevantly connected to the judgements
made. Support for crisis apps has not changed significantly since 2017 (Figure 4). Although opposition
against a standardized app has almost doubled (7% vs. 13%), the overall image shows a majority in
favour (68% vs 65%). Support for pre-installed crisis apps has grown from 44% to 55% and resistance
against pre-installed crisis apps has also dropped from 26% to 19%. However, while in 2017 the survey
did not specify the origin of the pre-installed application, in 2019 it was specified as an app provided by
the government, which may also play a role in the increase in support.
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I think it makes sense that information from the authorities (e.g. fire o - .
: : matio ; . - 3%
brigade, police) are shared via an information or warning app. % 22% 30%
I consider the use of information and warning apps to be reasonable in
3%
general. 7%  26% 30%

There should be only one standardized mobile information and warning

7% 23% 27% L 38%

£ app for smartphones in Germany.
g I am willing to install several mobile information and warning apps on
= C23% 1
2 my smartphone. 21% 28% 16% B
= A government information and warning app should be pre-installed 30
g with the purchase of a smartphone. I 3% 27% 23%
O A state information and warning app, which is pre-installed with the 3%
purchase, should not be deletable. 12% 27% 17% O
A mobile information and warning app should complement existing 37y
channels (e.g. television, radio, social media) in emergency situations. 6% 24% 28%
A mobile information and warning app should replace existing
channels (e.g. television, radio, social media) in emergency situations. I (3% 27% 20%
A mobile information and warning app should only send messages in
: D%
£ acute emergencies. 7% 25% 31%
2E A mobile information and warning app should clarify the status on th
58 B D e Y e S S T 9%
: E lock screen (e.g. "There are no messages" or "bomb found in the... . 9% 28% 27%
2 g A mobile information and warning app should send a message each . o 20 28% sy
A Té. time an event is updated. 0 0 "
= A mobile information and warning app should send a message once for
L 24% |
each event. . 2% 32% 26%
100%
0,
60% 2% 23%
40% A 2% 30%
20% 23% 11% 27
() 25% o o o,
7%
0% - s e % U
2017 2019 2017 2019
One standardized app Pre-installed warning app (2019 asks for an app by the
government)
Figure 4. 03: Agreement to statements and comparison of crisis apps attitudes (strongly disa-
gree, , , , strongly agree)

Confidence in secure use of personal data by the police and fire brigades is relatively high (52%) and
only 19% have no such confidence (Figure 5). This is supported by the fact that more than 75% of
participants would make image or video data available to the authorities and would also transmit live
footage during a crisis. On the other hand, 32% indicate that they have no trust in a secure transmission
of their location by an app of a private provider and only one third trusts rather than mistrusts software.
Despite this mistrust, a majority is prepared to transmit their location automatically as part of an emer-
gency call function or in emergency situations, while 64% would also like to be asked before each
location transmission. A large group of smartphone users (42%) would be ready to contribute their phone
as part of an ad-hoc network, potentially contributing to infrastructure resilience, which is a major con-
cern regarding app use in crises. A test for Spearman’s r shows significant correlations (all p < 0.001)
between the statements about data sharing and distrust in the secure use of data. A large effect size is
found between distrust towards police and fire departments and distrust towards private companies re-
garding GPS data transmission (r = 0,473), but only a slight negative connection with trust in software
generally (r =-0,107). Another strong negative connection exists between preparedness to share photos
and videos and distrust in ES (r = -0,308), while the effect is less strong regarding live transmission (r
= -0,185). Distrust towards private companies’ sharing of GPS data somewhat stops users from trans-
mitting evidence (r = -0,076) and only slightly influences their reservations towards sharing GPS infor-
mation outside of emergencies (r = -0,226) and their demands for being asked before transmitting infor-
mation (r=0,204). General trust in software enhances peoples’ readiness to submit GPS data automati-
cally (r = 396) and to share photos and videos with ES (r =0,196), including live (r =0,223). Gender
plays a minor role for some judgements, with women slightly more prepared to share videos and photos
(Cramer’s V=0,108; p=0.01), live transmission (V=0,095; p=0.037) and they insist slightly more on
being asked before transmitting GPS data (V=0,115; p=0.005). However, the connections are not strong
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and for many judgements, such as levels of trust, gender is not significant. Along with other studies
(Appleby-Arnold et al., 2019; Haunschild, Kaufhold and Reuter, 2020), our analysis finds that age is
generally not a relevant factor in crisis communication. In our survey, age only correlates with increased
trust in the secure transmission of GPS data to emergency services (Spearman’s r = -0,125, p< 0,001).

I would make existing image or video data available to the police or s
fire brigade in the event of a life-threatening event. W% 17% 24%
I would like to be asked before each location transmission. [l 8% 21% 25% 3%
I would transmit image and video data live during an event, provided 3 s 3 35
that I don't endanger myself or make myself liable to prosecution. - 3% 22% 25%
My personal safety is important to me, which is why I would like to Cos%
transmit my (GPS) location data automatically in emergency situations. . 0% 29% 27%
I am only prepared to transmit my (GPS) location automatically as part . 0 30% 26% o
0 () 0

of an emergency call function.

I would be willing to use my smartphone as a mobile hub for an ad-hoc n 3 . C20%
network to exchange information in emergency situations. I (2% 27% 22%
I have no confidence in the secure transmission of my (GPS) location n - 3
by an app of a private provider. 7% 37% 19% 4%
[ trust software rather than mistrust it. Bl (5% 44% 22% [10% |
I have no confidence in the secure use of my data by the police or fire [ 7 o = 3
department, 27% 29% 12%

Figure 5. Q4. Agreement regarding statements about willingness to submit multimedia or location
data (strongly disagree, , , , strongly agree)

4.3 Configurability and Functionality of Crisis Apps (Q5 - Q7)

All suggested design features receive wide support (Figure 6). This ranges from 85% support for easy
use and being self-explanatory to 61% supporting internationality and 59% multilingualism. More than
90% also consider a senior’s mode, location-related information, operability for people with restrictions
and the ability to turn on and off certain information types important. Age correlates (all p< 0.001)
lightly with the wish for specific characteristics: Older people particularly value above all easy (r =
0.191) and inclusive usability (r=0,185), followed by a seniors’ mode (r = 0,172) and self-explanatory
design (r=0,171), location specific information (r = 0,12) and control over information types (r=0,115).

Easy touse 1%3%11% 22% e %
Self-explanatory operation 1%3% 12% 25% e e0%
Operability also for people with restrictions 293% 15% 24% 6%
Seniors' mode with simplified functionality B%44% 16% 24% .. hnsnhi-
Location-related information 2%4%  22% 31% A%
Ability to control information types B%3%  24% 31% A%
Internationality (e.g. warnings received abroad) 89%7% 27% 29% 2%
Multilingualism 9 9% 22% 24% 3%

Figure 6. Q5. Importance of characteristics (not, , , , very important)

Regarding emergency functions, both regular emergency calls and GPS enhanced calls are desired by
over 75%, while direct messages are also a favoured feature. Over 60% support text emergency mes-
sages, a chat function and news tickers are also welcome. The large support for many warning functions
shows the relevance of staying informed. While disaster warnings are the most popular feature, crime,
traffic, health and weather-related warnings are also hugely supported. Warnings about speed gauges
and school cancellation are regarded as less relevant and even encounter some resistance. Over 60%
also wish for links to further information and instructions on how to prepare for and how to behave in
an emergency. Almost 70% would also like to support the search for missing persons and over half
would like to be able to register as volunteers and receive calls for eyewitnesses to come forward. This
underlines the collaborative potential of such apps.
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Telephone emergency call  B%4% 16% 28% A%

§ Telephone emergency call with information on the location 2%3%18% 28% L 49%

g Direct messages to fire department or police in emergencies 3844% 20% 30% A%

& Remote tracking & access to my smartphone in case of emergency 48%7% 23% 29% 3%

? Text emergency message (e.g. SMS)  #9%6% 26% 28% e 36%

% Chatting with fire deparment or police in emergency situations 58%8% 24% 29% S 34%

E] News ticker in emergency situations 4%47% 26% 32% o 31%

Access to past announcements W9 16% 37% 22% 8%

Disaster warnings (e.g. earthquakes, floods, storms) 2%3%14% 24% 8%

Weather warnings  3946%  20% 32% o 39%

Fraud offences (e.g. false police officers) 2%5% 22% 32% A%

2, Medical emergency response (e.g. epidemics, flu epidemics) #965%  24% 32% o 35%

g Traffic information (e.g. accidents, congestion) §9%6% 25% 31% e 34%

g Product recalls (e.g. contaminated food) 4%%7% 25% 29% e 35%

= Cybercrime (e.g. data theft, security breaches) #846% 29% 30% e 31%

Other police announcements B9%57% 30% 31% 2%

Speed gauges 2% 16% 29% 21%  m—pYmm

School cancellation notifications g 15% 27% 21%  Ygmmm

8 Behavioural and preventive advice 4%%68% 24% 31% 3%

'_5 Link to websites (e.g. fire-, rescue- or police station) §94°8% 26% 32% C20%

< Checklists for private provision for crisis situations 191 10% 30% 29% o 24%

o Search for missing persons  2%6%  23% 32% 3%

'«% Registration as and request of first aiders and spontaneous helpers 598 9% 30% 30% 27%

g Calls for witnesses  #9%'9% 33% 29% 2%

%’ Open feedback to concrete warnings (e.g. free text) 189" 18% 34% 23% CO18%
Q

Figure 7. 06: Importance of functions (not, , , , very important)

Here, gender plays a small role (Cramer’s V between 0,1 and 0,15) for usability and accessibility fea-
tures, but not for the other design aspects. Women also want to be slightly more involved in the search
of missing persons (V=0,113, p =0,006), but for other collaborative features gender does not play a role.
Women are also slightly more interested in some types of warnings (emergency warnings: V=0,133,
p=0,002; police messages: V = 0,121, p=0,002, school cancellations: V=0,102, p=0,019, cybercrime:
V=0,105, p=0,014). They are also slightly more interested in direct messages to ES (0,144, p<0,001),
telephone (V=0,127, p =0,001) and GPS-enhanced emergency calls (V=0,137, p <0,001), and the access
of their remote location (V=0,104, p =0,017). Analysing the preferences of those who had used an app
but are not using it anymore, their preferences do not differ greatly from the others. In contrast to what
could be expected, this groups’ opinions are generally less extreme (with the exception of whether warn-
ings, where both the groups wanting more and less warnings are bigger). Those who are not using apps
anymore also prefer somewhat less advice, less access to past posts and less open feedback on disasters.

1000 823

800

600 455

H B B =

0 ]
Disaster warnings Telephone Telephone Weather warnings ~ Traffic information Search for missing
(e.g. earthquakes, emergency call with  emergency call (e.g. accidents, persons
floods, storms) information on the congestion)
location
Figure 8. Q7: Most important functions of a crisis app (most frequent mentions)

When asked about the three most important functions of crisis apps (Figure 8), respondents show a clear
prioritization of disaster warnings, followed by GPS-enhanced and regular emergency calls. Weather
and traffic warnings are also favoured. For 254 respondents, the possibility to assist in the search of
missing persons is also a priority.
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5 Discussion and Conclusion

In this paper, we examined the awareness, use, helpfulness, preferences, as well as favoured configura-
bility and functionality of mobile crisis apps by German citizens. Our survey of a representative sample
(N=1.219) of the German population was informed by a workshop with civil protection and police of-
ficers and a previously published survey. However, as only two questions were re-integrated for com-
parative analysis and even extended, the paper contributes by the examination of five new questions.
Our results provide insights into the following three research questions.

What is the citizens’ past, current and expected future use and the perceived helpfulness of crisis
apps in comparison to other media channels (RQ1)? We found that NINA and KATWARN are still
the most used crisis apps in Germany, which slightly increased between 2017 and 2019. Almost two
thirds of the participants who had been in an emergency rated crisis apps as quite or very helpful infor-
mation source, which however is surpassed by radio, television, personal and telephone conversations
and contact to rescue services. Especially those preferring direct contact to ES also like to use crisis
apps. Where direct contact is putting a strain on ES or where citizens perceive that ES are too unavaila-
ble, promoting crisis apps can reassure particularly this group of citizens and save ES’ resources that are
under strain in emergencies. The use of crisis apps, which are a relatively new phenomenon, is on the
rise and it is not crowded out by other channels or features, such as Facebook Safety Check. However,
the analysis of use patterns and attitudes shows a discrepancy between the general support and perceived
relevance of such apps and their actual use, which is currently at 16.5% including all relevant emergency
apps in Germany. The analysis shows that almost 10% of the population had tested a crisis app at some
point but is not currently using any, which calls for additional research on the experience, functionality,
satisfaction and usefulness influencing the continuance of use (Fischer, Bonaretti and Fischbach, 2020).

What are citizens’ preferences on the deployment as well as the information and warning behav-
iour of crisis app (RQ2)? In general, our participants had a positive attitude towards crisis apps but one
of the biggest contentions for users is having to install more than one app, while great support exists for
the concept of one single state-supported app, which may even come pre-installed (but deletable) on the
smartphone. The finding that people who value apps also value direct privileged information from ES
supports this wish for centralization. This suggests that crisis apps are an area where people long for a
trusted, centralized actor to combine information from different agencies. In addition, peoples’ willing-
ness to allow for apps to be preinstalled shows the positive potential that is expected from such apps and
potentially also shows that citizens are aware of the risk perception biases identified in research
(Wachinger et al., 2013). This would be in line with their high evaluation of using apps to receive advice.
In crisis, they were furthermore willing to transmit their GPS location, image and video data to emer-
gency services as long as they are not endangered. Allowing those measures may be related to the secu-
rity-sensitive nature of crisis apps.

Investigating under which conditions and in which fields users desire a centralized app and perceive it
being preinstalled as legitimate is an interesting question to explore in future research. However, while
the availability of many options and the preinstallation of apps are desired, these should come paired
with design features that allow to individually configure the types of emergencies that users receive
warnings about, as well as the option to delete the app and to communicate with emergency services.
While such communication requires resources on the part of ES, the potential for exchanging infor-
mation, for preparing and guiding citizens before and during emergencies and for engaging them as
volunteers and witnesses may outweigh these costs. It should be further explored which institutional
changes are necessary to facilitate empowering citizens and enable the co-production of security by
citizens and emergency services. One fruitful avenue may be to further explore how VOST or similar
“trusted volunteers” could contribute to maintaining crisis apps (St. Denis, Hughes and Palen, 2012).
Further personal resources would allow the establishment of bidirectional communication, allowing cit-
izens to report emergencies and situational updates as eyewitness or first responders and ES, for in-
stance, to request additional information from the incident scene (Kaufhold et al., 2018).

What are citizens’ demands on configurability, required and most important functionality of cri-
sis apps (RQ3)? Besides ease of use and self-explanatory operation, citizens valued operability for
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people with restrictions, a simplified senior mode and a high degree of configurability in terms of con-
tent- and location-specific information. Here, gender and age to some degree influence preferences. Our
results indicate that not only crisis-specific information, but also general, such as product recalls and
traffic, and police-oriented information, such was cybercrime, fraud offences and search for missing
people, are desired. Still, disaster warnings, telephone emergency calls (with information on the loca-
tion) and weather warnings were mentioned as the most important functionalities of a crisis app. Since
other studies have identified perceived benefit as a major factor shaping whether or not an app is in-
stalled, an app that unifies the functions of the available apps and the addition of further warning cate-
gories may be positive for increasing usage of crisis apps and providing more value despite the infre-
quent nature of crises. Especially supporting the search of missing persons is a priority for many. Peo-
ples’ interest in contacting ES through the app via direct messages or chat support other findings which
have identified the need for bidirectional communication and the relevance of multi-functionality
(Kauthold et al., 2018). In accordance with other findings, we also find that age does not significantly
influence peoples’ willingness to use an emergency app or their preferences, and neither does urbanisa-
tion or education (Appleby-Arnold et al., 2019). Gender also plays only a minor role, which is supported
by other findings (Reuter et al., 2019). Supporting previous findings about app functions, natural disaster
and weather warnings are the most relevant aspects of crisis apps to users, but we also find that users
are willing to receive advice for how to behave. We also confirm that people are willing to use apps to
offer support in emergency situations. This indicates that despite Germans’ predominantly state-oriented
risk culture that emphasizes the states’ responsibility in emergencies (Dressel, 2015), there is an interest
in taking on active roles as witnesses and volunteers (Kaufhold and Reuter, 2016).

For risk governance and communication, we can derive that the adaptation of a single authorized app
and its preinstallation would be welcomed by most. Considering the high willingness to receive advice,
administrators could use crisis apps to clarify the limits of state precautions and individual responsibil-
ities and give advice to specific audiences, such as homeowners. This reaches a group that is different
from the one using social media in emergencies (Haunschild, Kaufhold and Reuter, 2020). Designers
should foster the centralization of a crisis app that includes all branches of ES, such as fire and police
departments. Such an app should enhance the users’ safety but offer a high level of configurability to
provide value despite the infrequent nature of crises, including health and (cyber-) crime related infor-
mation, as well as varying user or risk group needs. Since users are also interested in participating as
volunteers and witnesses, for instance to report incidents and seek missing people, a move towards bi-
directional communication is suggested. Due to the willingness to receive advice, designers should also
consider segmenting users according to risk-relevant information provided by users, in order to be able
to transmit audience-specific advice and nudge vulnerable groups towards taking relevant action.

This paper is subject to limitations: The biggest challenge is that online surveys are biased towards
people who engage online. Although the survey provides representative results according to age, gender,
geography, urbanization and education, it excludes those people who are most resistant to using tech-
nology. The categories for urbanization used here should also be made more fine-grained in the future
to further explore the potential differences in behaviour and needs in emergencies of particularly rural
areas and very big cities. Furthermore, in multiple questions, a caveat results from capturing emergency
services more generally, without differentiating between different types of organizations. Finally, the
paper focuses on practical implications, with limited explanatory power. Therefore, future research
should explore the role of crisis apps through a theoretical lens, i.e. using the framework of risk cultures,
perception bias and nudging, the use of apps for community building sense-making in crises, trust to-
wards authorities and target of blaming if emergency response is not successful (Dressel, 2015; Newman
et al., 2019; Shklovski, Palen and Sutton, 2008).
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