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ABSTRACT

Smallandmedium-sizedenterprises(SMEs)represent99%ofenterprisesinGermanyandmorethan
95%intheEuropeanUnion.Giventherecentincreaseofnaturaldisastersandman-madecrisesand
emergencies,itseemsanimportanteconomicgoaltoascertainthatSMEsarecapableofmaintaining
theirwork,revenueandprofitatanacceptablelevel.AccordingtoISO22301,businesscontinuity
management(BCM)isaholisticmanagementprocesswhichidentifiespotentialthreatsandtheir
impacttoanorganizationandservesasaframeworktoincreaseorganizationalresilienceandresponse
capabilities.PriorresearchidentifiedthatBCMisunder-representedinSMEsandthattheirsecurity
levelispartiallyinanuneconomicalrange.Thisarticlepresentstheanalysisofinterviewswith19
independentmicroenterpriseshighlightingfindingsontheirlowcrisisawareness,varyingtechnical
dependency,existingactionstrategiesandcommunicationstrategiesandproposingacategorization
ofmicroenterprisesaspreventivetechnicians,data-intensivechainsorpragmaticjumpers.
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1. INTRodUCTIoN

Thesafetyofsmallandmedium-sizedenterprises(SMEs)iscrucialfortheEuropeaneconomy(Storey,
2016).Currentreportsindicateanincreasingnumberofnaturaldisasters,i.e.earthquakes,floodsand
hurricanes,aswellasman-madecrisesandemergencies,i.e.accidents,economicsanctions,terror
attacksanduprisings(MunichRe,2016;Statista,2017).Thus,ensuringthecontinuityandeconomic
performanceofSMEsduringsucheventsisanecessaryissueforbothpracticeandresearch.Business
continuitymanagement(BCM)isbecomingincreasinglyimportantsinceprecautionplanningand
responsecapabilitiesarejustasvitalasplanningthegrowthandsuccessofenterprises(Herbane,
2010).Nonetheless,researchcontributionsindicatethatSMEsarenotalwaysasprotectedasnecessary
(Reuter,2015).AccordingtoastudybyForresterResearch,approximately45%ofUSandEuropean
SMEshavenobusinesscontinuityconcept;asamajorreasonfortheissuesofSMEstocatchup
intheareaofBCM,manyexpertsarguethatthecorrespondingstandardsaretoocomplexandthat
theirimplementationisnotaffordableandtoocostlyforSMEs(Thiel&Thiel,2010).Anotherstudy
oftheEuropeanNetworkandInformationSecurityAgencysuggeststhatSMEsoftenhaveapoor
understandingofprotectingtheirinformationandalackofresourcesandexpertise(ENISA,2009).As
aresult,SMEscannotmeetsecurityandprivacyrequirements.Especiallymicroenterprises,defined
asenterpriseswithlessthantenemployees(EuropeanCommission,2005),thereforeasubgroupof
SMEs,faceparticularchallengesintermsofbusinesscontinuityandefficiencyofsecurityconcepts,
suchastimeandcostefficiency,availabilityofpersonnelandmaterialresources,aswellasadequacy
andprofitabilityofspecificmeasures.Anotherproblemisthatonlyafewriskmanagementframeworks
arescalabletomicroenterprises(GalanMansonetal.,2015).Inaddition,duetotherelativelylow
likelihoodof,forexample,poweroutagesinWesternEurope,generalpreparationforsuchdisasters
isnotoptimal(Birkmannetal.,2010).

Theaimofthestudyistogaininsightintothemicroenterprises’perception,extentofimpairment
and measures taken during the 2013 Power Failure in Siegen (Germany) and similar incidents.
Althoughprevious researchsuggests that fewSMEshavebusinesscontinuityplansandsecurity
measuresingeneral,littleresearchfocusesonthespecificissuesofmicroenterprises.Thus,itseemsto
beimportanttoinvestigatetheperceptionandimplementationofBCMmeasuresbymicroenterprises
in the event of a disaster. The core study analyzes BCM regarding micro enterprises. However,
sincetheyareasubsetofSMEs,theconsiderationofSMEliteratureisrequired.Thisarticleseeks
toprovideexploratoryandpracticalinsightsontheresearchquestions“Howdomicroenterprises
perceivebusinesscontinuitymanagement?”(RQ1)and“Whataremicroenterprises’strategiesfor
preventingorovercomingbusinessdisruptions?”(RQ2).

Thearticle followswith foundationsand relatedworkonSMEs,BCMand issuesofSMEs
implementingBCMmeasures(Section2).Furthermore,aresearchgapispresented.Thereafter,the
methodologyoftheempiricalinvestigationanditsexactprocedurearediscussed(Section3)and
theresultsofthecase-by-caseanalysis,in-depthanalysisaswellasgroupcomparisonsandlabeling
arepresented (Section4).Thearticleconcludeswitha summaryof results, its contributionand
contextualizationwithexistingresearch,thestudy’slimitationsandanoutlookforfutureresearch
(Section5).Theresultshighlightthetopicsofcrisisawareness,technicaldependency,actionplansand
communicationplansinmicroenterprises,distinguishingbetweenthetypesofpreventivetechnicians,
data-intensivechainsandpragmaticjumpers.

2. RELATEd woRK

ThissectionprovidesaliteraturereviewonthecharacteristicsanddefinitionsofSMEsandBCM.
Furthermore,thedistributionofBCMinSMEs,withaspecialfocusonmicroenterprises,arediscussed
tomotivatetheresearchgapaddressedinthisarticle.
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2.1. definition and Scope of Small and Medium-Sized Enterprises
In the EU recommendation 2003/361, the European Commission defines SMEs according to
quantitativecriteria:anenterpriseisoneoftheSMEs“[...]ifitdoesnothavemorethan249employees
andhasanannualturnoverofnotmorethan50millioneurosorabalancesheettotalofnotmore
than43millioneuros” (IfMBonn,2016).TheSMEdefinitionscorresponds to thedefinitionof
theGerman“InstituteforSMEResearch”(IfMBonn),sincetheEuropeanCommissionextendsits
definitionofSMEsonlybythebalancesheettotal€/year(IfMBonn,2005).However,IfMBonn’s
higherthresholdvalueofupto499employeestakesintoaccount“thespecificsizedistributionof
theGermanenterprisepopulation”(IfMBonn,2016).Microenterprises,whicharethefocusofour
study,havelessthan10employeesandhaveanannualturnoverofupto2millioneuros(Table1).
InGermany,99.6%ofenterprisesareSMEs,providing60%ofalljobs(BMWi,2016)andtraining
81.8%ofallapprentices(IfMBonn,2017).Since2008,thenumberofSMEshasincreasedinGermany
(Statista,2017b),meaningthattheseenterprisesareofparticularimportancefortheGermaneconomy.
AccordingtotheGerman“FederalMinistryforEconomicAffairsandEnergy”(BMWi),56%of
GermaneconomicoutputiscreatedinSMEs,highlightingthatSMEsareindispensableforgrowth,
innovationandemploymentinGermany(BMWi,2016).

ThecharacteristicsofSMEsincludeahighdegreeofflexibility,shortcommunicationchannels
intheenterprise,unityofownershipandleadership,flathierarchies,commitmentandinvolvement
of employees and leadership, relatively fast decision-making and implementation of decisions,
responsibleinvolvementofthemanagementinallrelevantdecisionsintheenterprise,aswellas
spatialandtemporalproximitytothecustomer(Haag&Roßmann,2015;Mugler,2008;Pfohl,2006).
However,SMEsfaceuniquechallengesandrisksthatincludemarketfailuresinfinance,innovation,
researchandtheorganizationalenvironment(Falkner&Hiebl,2015).Inaddition,structuralbarriers
suchaslackofleadershipandtechnicalknowledge,lackofknowledgeabouttheopportunitiesand
rigidlabormarketsthatneedtobeovercome,areaffectingSMEs(EuropeanCommission,2005).
Moreover, SMEs have a chronic shortage of critical resources, such as low financial resources
andlackofbusinessdata.Duetotraditionalthinking,flexibilityisalsolimitedandthereislittle
willingnesstocooperatewithotherenterprises(Schmidt&Baumhauer,2016).IncontrasttoSMEs,
microenterprisesareoftenevenmorescarceofresourcesandtheirbusinessdecisionsarestrongly
dependentontheentrepreneurwhenitcomestomarketing(Nikunenetal.,2017)orIT-security
management(Heidenreich,2017).Attimes,microenterprisesareevenexcludedfromSMEstudies
(ibid.)becauseoftheirheterogeneousbehavioranddecisionmakingandlessstandardizedprocesses.

2.2. definition and Scope of Business Continuity Management
AccordingtoNiemimaa(2015),literatureonbusinesscontinuitycanbecategorizedroughlyinto
theapproachesofbusinesscontinuityplanning(BCP)andbusinesscontinuitymanagement(BCM).
WhileBCPfocusesontheplanningaspect(Choudhary&Bhattacharya,2016),BCMemphasizes
socialandorganizationalembeddedness.Thus,BCMisdefinedasa“holisticmanagementprocess
thatidentifiespotentialthreatstoanorganizationandtheimpactstobusinessoperationsthatthose
threats,ifrealized,mightcause,andwhichprovidesaframeworkforbuildingorganizationalresilience

Table 1. IfM Bonn’s Definition of SMEs (IfM Bonn, 2016)

Enterprise size Number of employees Annual turnover €

micro max.9 max.2million

small max.49 max.10million

medium max.499 max.50million

SMEaltogether Lessthan500 max.50million
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with thecapability foraneffectiveresponse thatsafeguards the interestsof itskeystakeholders,
reputation,brandandvalue-creatingactivities”(ISO22301,2014).MostmodelsofBCPandBCM
comprisethesixphasesof(1)projectinitiation,(2)riskassessmentandbusinessimpactanalysis,
(3)designanddevelopmentoftheBCP,(4)creationoftheBCP,(5)testingandexercising,aswellas
(6)maintenanceandupdating(Niemimaa,2015).BCMcoversarangeofdisciplinesincludingrisk
management,civilprotection,ITemergencyplanningandservicecontinuitymanagement,facilityand
supplychainmanagement,occupationalsafety,environmentalmanagement,knowledgemanagement,
humanresources,securityandpublic relations,aswellascommunications (vonRössing,2005).
Furthermore,theISO22301(ISO22301,2014)standardoutlinesthatbusinesscontinuitypromotes
aresilientsociety,requiringinclusionoftheorganizationalenvironmentandsocietyasawholeinto
theprocessofrecovery.Accordingly,astudyproposes,designsandevaluatesaninter-organizational
businesscontinuityinformationnetwork“facilitatingcollaborationamonglocal,state,federalagencies
andthebusinesscommunityforrapiddisasterrecovery”(Saleemetal.,2008,p.107).

Economies, populations, states and critical infrastructures depend on reliably functioning
informationandcommunicationtechnology(ICT)duetoincreasingnetworkinganduseofworldwide
information channels. Therefore, it is important for all industries to extensively and explicitly
addressthesecurityoftheirownICT-dependentcriticalbusinessprocesses(Eckertetal.,2013).
ThedependenceofICTonelectricpowerandtheincreaseofelectronicdevicesandtechnologiesin
societyreinforcethevulnerabilityparadox:“Inthedimensioninwhichthesupplyperformanceof
acountryislessaccident-sensitive,theeffectofanaccidentisevenstronger”(Reuter,2015).Thus,
dominoandcascadeeffectscanbeconsequencesofdisruptionsorfailuresthathavethepotential
tocauseenormouseconomicdamageandbringsocialsectorstoastandstill(Bundesministerium
desInneren,2009).IntheeventofatotalICTfailure,itisestimatedthatabout25%ofenterprises
wouldhavetodeclareinsolvencyifthedamageswerenotremediedinaveryshorttime(Eckertetal.,
2013).Appropriatepreventivemeasurescanincreasethereliabilityandrobustnessofanenterprise’s
business processes (BSI, 2008). Tools to maintain and increase the stability of critical business
processesincludeearlywarningsystems,exerciseinmanagingrisks,adaptabilityandfaulttolerance,
continuityplansandresources,andtechnologicalimprovements(Schettleretal.,2003).Enterprises
haveincreasinglyrecognizedtherelevanceofBCMsincebusinesscontinuityprimarilyaffectscore
business,i.e.value-addingprocesses(Tammineedi,2010;vonRössing,2005).

2.3. Business Continuity Management in SMEs and Micro Enterprises
BusinesscontinuityandtheefficiencyofsecuritypoliciesposemajorchallengestoSMEsandmicro
enterprises,i.e.intermsofhumanandmaterialresourceavailability,timeandcostefficiency,and
theadequacyandprofitabilityofspecificmeasures(EuropeanCommission,2005).Incomparison
tolargeenterprises,SMEshaveasignificantneedtocatchupregardingBCM,sincethistypeof
continuityplanningisbynomeanscommoninSMEs(Thiel&Thiel,2010).Only43%ofallSMEs
havecontinuityplansand70%ofallSMEshaveneverperformedanITsecurityanalysis(Lurzet
al.,2015),althoughmostSMEshaveITequipment.DuetothisunderrepresentationofBCM,the
securitylevelispartlyatnon-economiclevels,meaningthatSMEsaremuchlessprotectedcompared
totheirpotentialrisks(Reuter,2015).Since,accordingtoThiel&Thiel(2010),thestandardsand
testregulationsareperceivedtobetoocomplexandtheimplementationtobetooexpensive,business
continuityplansareprimarilyfoundinlargeenterprises.Furthermore,itisnotpossibleforSMEs
tosetupaBCMteambecausetheemployeeshavenoexpertiseinthisareaandoftenhavedouble
occupationsofthebusinesstasks.Althoughthereisavarietyofdifferentframeworks,modelsand
solutionssupportingBCMinSMEs(Coatesetal.,2016;Guptaetal.,2016;Horváth,2013;Irianto,
2016;Lee&Jang,2009;Sapateiroetal.,2011;Wedawatta&Ingirige,2012),microenterprisesface
particularchallengessincetheyonlyemployuptoninepeopleandhavescarceresourcessuchas
money,timeandpersonnel(Bergmann&Crespo,2009),whichmakesitdifficulttodiscuss,develop
andimplementBCMplansandsystems.
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2.4. Research Gap
ConsideringtheeconomicrelevanceofSMEsinGermanyandtherecentincreaseinnaturaldisasters
aswellasman-madecrisesandemergencies, it is importantforpracticeandresearchtoprovide
measuresforovercomingthesepotentialbusinessdisruptionsandensurecontinuity.AlthoughBCM
promisesmeasuresagainsttheseissuesforallenterprisesizes,thereisalackofcontinuityplansin
SMEspossiblyduetothecomplexityandcostofBCMimplementation.Although,incontrasttosmall
andmediumenterprises,microenterprisesfaceevenbiggerchallengesintermsofmoney,timeand
personnel(Nikunenetal.,2017),littleresearchhasfocusedontheirperceptionsofandspecificissues
ofimplementingBCMmeasuresandsomeSMEstudiesevenexcludemicroenterprises(Heidenreich,
2017).InordertoobtainexploratoryandpracticalinsightsonthelowadoptionofBCMmeasures
andexistingpracticesinmicroenterprises,ourqualitativestudyexaminesthemicroenterprises’
perceptiononBCMmeasures,tryingtoidentifydifferentgroupsofmicroenterprises(RQ1)and
theirstrategiesforpreventingorovercomingbusinessdisruptions,includingthecollaborationwith
otherenterprises(RQ2).

3. METHod

ThegoaloftheBMBF-KontiKatresearchgroupistoencouragecivicsocietalandbusinesscontinuity
throughsocio-technicalnetworking(physicalandvirtual)usingcooperativetechnologies(Reuteretal.,
2017).Inthisproject,notcatastrophesandthehandlingareconsideredcentrally,butthemaintenance,
continuation,andrecoveryofsocialandbusinesslifeindependentfromthecauseofdisruption.The
superordinateresearchgoalsaimatthetheoryofcontinuitymanagement,accuratemethodsofself-
organizationandintegratedfindingsofcivic-societalandbusinesscontinuitythroughsocio-technical
networking indisastersituations.KontiKatwill implementqualitativeandquantitativeempirical
studies,suchasthecasestudyofthisarticle,examiningthecontinuityandlevelofnetworkingof
SMEs.Basedonthis,KontiKatwilldevelopandevaluateconceptsandtechnologiesforaddressing
currentproblemareas,suchas theBCMofSMEthroughcooperative technologies.Thissection
introducesthe2013PowerFailureinSiegenstudycaseanddescribesfromamethodologicalpoint
ofviewthedevelopmentoftheinterviewguidelineaswellastheanalysisandsampleofthestudy.

3.1. The Study Case: 2013 Power and Telecommunication Failure in Siegen
Onthe21stofJanuary2013,afirebrokeoutattheDeutscheTelekomexchangeinSiegenthatresultedin
atotalfailureoftelecommunicationsinSiegenandthesurroundingarea:morethan500,000telephone
connectionsdidnotworkforseveralhours,andinsomecasesevenforseveraldays.NotonlyTelekom
serviceswereaffected,butalsoservicesofotherprovidersconnectedtotheTelekom.Althoughthe
generalpowersupplyofthepopulationwasnotimpaired,emergencycallswerenotpossibleandthe
internetandthelocalradioinSiegenwereoutofservice.Inaddition,numerousenterpriseswere
affectedbythepoweroutageandcouldnotcarryouttheirdailybusiness(KommunaleDatenzentrale
Westfalen-Süd,2013).TheIHKSiegenconductedasurveyontheeffectsofthefire,asking1300
enterprisesabouttheconsequences.Accordingtothesample,theconsequenceswereserious.More
thanhalfofthemsufferedfromatotalfailureoftheirfixedphonelinethattooktwotothreedaysand
afailureoftheirmobilenetworksthattookoneday.Theabsenceofexternalcommunicationaffected
88%oftheenterprisessurveyed,ledtoalackofcustomercontactfor77%,postponeddeliveriesfor
28%andevenposedathreattopossibleordersfor39%.Furthermore,internalprocesseswerealso
impairedin40%ofthecases,forexampleinternalaccountingsystemsfailedandcashregistersystems
werenolongerfunctional.Finally,11%oftherespondentsevenreportedthattheyhadtopartiallyor
completelyclosetheirbusinesses.Thepowerfailureresultedindamagesinthedouble-digitmillion
area(IHKSiegen,2013).Duetothemultiplepossibleeffectsonmicroenterprises,asthepowerand
thetelecommunicationfailure,thisstudyisnotlimitedonanykindofbusinessdisruption.
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3.2. development of the Interview Guideline
Afterinitialliteratureresearch,aguidelinewaspreparedconsistingofsixquestions.Thefirstfour
questionswereintendedtoprovideinsightsintothemicroenterprises’perceptionandimplementation
ofBCMmeasuresandwhatreasonsarementioned,forexample,forthenon-applicabilityofBCM
(RQ1).ThesecondpartoftheguidelineasksforinformationaboutimplementedBCMmeasures
focusing the potential collaboration with other enterprises (RQ2). The guideline for conducting
semi-structured interviews provided a framework for the data collection, but also facilitated the
comparabilityofinterviewresults(Bortz&Döring,1995,p.289),sincethesamequestionswere
takenupineachinterview,adoptingtheirorderandformulationtotheflowofconversation(Stier,
1999,p.188).Dependingontheflowofconversation,additionalquestionswereaddedtoexplain
thefactsandtogatherimportantinformation.Duetothisstyleofsemi-structuredconversation,the
intervieweescouldbeapproachedindividually,includingtheirownframeofreference.Theguideline
comprisedthefollowingsixquestions:

1. Howdidyou,aspartofyourenterprise,experiencethe2013powerandtelecommunication
failureinSiegen?

2. Did you implement security measures in your enterprise for the event of infrastructural
shortcomingsor interferences in theenterprise’s infrastructurefromoutside?(Powerfailure,
weatherdisaster,waterpipebreakage,hackerattack,terroristattack,etc.)

3. Ifyourenterprisedoesnot(orcannot)takeactionforsomeemergencies,whataretheobstacles
orreasons?(Budget,profitability,time,etc.)

4. Aretheemployeespreparedortrainedforemergencies?
5. Isthereanyformofcollaborationwithother(resident)enterprises,regardlessoftheissueof

security?
6. Inyouropinion,whatare therelevantpossibilities forcollaborationregardingsafety-critical

events?

SinceresearchindicatedthatSMEsareunlikelytohaveestablishedacontinuousBCMprocess
(Herbane, 2010; Thiel & Thiel, 2010), including structured business impact analyses and risk
assessments,amoregeneralterminologyforthequestionswasusedtohaveabroadentrypointfor
discussion.ThefirstquestionoftheguidelineaddressedtheexperienceswiththeTelekompower
failuretoprovideathematicintroductionandtogaintheperceptionofmicroenterprisesregarding
thepowerfailureinSiegen,theextentoftheimpairmentandanymeasurestaken.Thesecondand
thirdquestionsspecificallyaskedforplansandmeasurestoinvestigateboththeactivitiesundertaken
intheenterpriseaswellasthecauseandreasoningforpotentialinactivity.Furthermore,tofindout
abouttheorganizations’emergencypreparedness,questionfourinquiredabouthowandwhetherthe
employeesarepreparedinternallyforemergencies.Thefifthquestionaimedatreceivinginformation
aboutwhetheremployeesseepotentialforpossiblecollaborationswithotherenterprisesintermsof
safety-criticalevents.Thelastquestionasksaboutcollaborationopportunitiesthatemployeescan
imagineregardingsafety-criticaleventsandwhichofthesetheyconsidermostimportant.Theaim
wasnotonlytogetinsightsonvirtualandtechnicalwaysofcollaboration,butalsoaboutphysical
collaboration,forinstance,withthe“shopnextdoor”.

3.3. Sample and Analysis
Duringtheperiodfrom3rdto9thofJuly2017,atotalof19individualshavebeeninterviewed,each
representingoneindependentmicroenterpriseinSiegen.Theinterviewshavebeendonewithtwo
interviewerseach,thusoneinterviewercouldtakefieldnotesandtheotheraskthequestionswhile
leadingtheconversation.Twodayslater,thenoteswerereviewedandevaluatedbybothinterviewers.
Thesurveyinvolved19microenterprisesthathavebeenoperatingbetween1and326years(mean
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=30.06,standarddeviation=36.52)employinganaverageof5people (mean=5.19,standard
deviation=3.22),withoneenterprisenotreportingonthenumberofemployees.Onlytwoenterprises
aremarginallyabovethelimitwith10and12employees.Sinceoursamplewasobtainedthrough
ad-hocrecruitment,ourstudyparticipantsconsistlargelyofretailers,ratherthansecondary-sector
manufacturing.

Theevaluationofthedatamaterialwasmethodologicallybasedon“thematiccoding”according
toFlicketal.(1995),whichwasdividedintothethreestepsof(1)case-by-caseanalysis,(2)in-depth
analysisand(3)caseandgroupcomparisons.Thecase-by-caseanalysisservedasabriefdescription
ofeachindividualcase(interview)andcontainedatypicalstatementfortheinterview,aconcise
presentationoftheperson(notrelevantforthisresearchprojectandthereforenotincluded)andthe
topicsofinterestfortheresearchsubject.Thein-depthanalysislookedforrelationshipsbetween
individualstatementsanddeductivelydevelopsacategorysystem(Mayring,2000).Inthethirdstep,
similaritiesanddifferencesbetweencaseswereidentifiedwiththegoalofclassification,whereby
internallyhomogeneousandexternallyheterogeneousgroupswereformed,whicharedescribedwith
typicalquotations(labels).

4. RESULTS oF THE EMPIRICAL STUdy

This section is segmented into the steps of case-by-case analysis, in-depth analysis and group
comparisonswithafinallabeling.Inthiscontext,theaimoftheevaluationistoconsolidatethelarge
numberofqualitativedataonacase-by-casebasisandtoidentifysimilaritiesanddifferencesacrossall
cases,whichallowinterpretationintermsofthestatusquoandpotentialsofBCMinmicroenterprises.

4.1. Case-By-Case Analysis
Regardlessof the thematicstructureof the interviewguide, thekeystatementsof the individual
interviewswillbeshortlyoutlined.Consideringtheindividualcasesisuseful,sincetheinterview
guidelineonlyprovidedaframeworkforthecourseoftheconversationandallowedtheintegration
ofindividualdiscoursefocuses.ThemaintopicsofconversationaresummarizedinTable2.

First, itshouldbenotedthat thefocusoftheinterviewswasontheexperiencewithandthe
managementofthetelecomnetworkoutage(4,7,8,9,10,17,19)orotheremergencies(5,16),if
theenterprisewasdirectlyaffected.Incontrast, interviewswithenterprises thathadnoprevious
experienceofcrisesdiscussedadoptedsafetyprecautionsandprotectivemeasures(2,6,13)orreasons
whynoactionhasbeentakensofar(1,3,11,12,14,15,18).

4.2. In-depth Analysis and Category development
Inthein-depthanalysis,theempiricaldatawereevaluatedbasedonthekeyquestionsoftheinterview
guide.Theaimofthisstepwastodevelopdelimitablecategories,outliningthebackgroundofactions,
motivationsandstrategiesoftheinterviewedmicroenterprises.

Evaluation of the Key Questions

1. How did you, as part of your enterprise, experience the 2013 power and telecommunication 
failure in Siegen?

Withtenmicroenterprises,abouthalfoftherespondentsrememberedthepowerfailurein2013.It
isnoticeablethatthelargersubsetreportsstronger,far-reachingimpactsonoperations(“Thatwas
dramatic”;“Thatshowshowdependentyouaretoday”;“ItwasverybadinSiegen”;4,7,8,9,10,
17,19),whilethesmallersubsetsawtherestrictionsaslittlerelevant(“Idonotneedthephone,that
hardlyhitsme”;15,18)orwasnotaffected(12,14,16).Thetemporalextentoftherestrictionsvaries
fromafewhourstothreedays.Theparticipantsreportedthefailureofthetelephoneconnection
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Table 2. Compression of interviews to a characteristic description (case-by-case analysis)

Case Participant Short description Common statement

1 Tailoring Noincident “Thathardlyhitsme”

Noexperiencewithsafety-criticalevents;nopreparations,alsoduetolow
technicaldependency;butcouldnotworkwithoutelectricity;wouldaskthe
municipality

2 Gameslibrary Noincident “Ifithappens,ithappens”

Vendingmachinesdidnotfailasthereisanemergencygenerator;a
responsiblepersonforeverythingon-site;dealingwithemergenciesis
regulatedbyacentraloffice

3 Hairsalon Noincident “Ithasnothappenedyet,thusyou
donoteventhinkaboutit”

Therehasneverbeenanincident,sonopreparations;incidentswouldbeof
limitedduration,afterhalfanhoureverythingwouldworkagain

4 Bicycleshop Experiencedincident “Welivedfromdaytoday”

Experiencedashutdownlastingseveraldaysduetointernetfailure;strong
technicaldependence;wouldwaitagainincaseofrecurrence

5 Bicycleshop Experiencedincident “Ifthepowergoesdown,Iclose
theshopdoororwriteinvoices

byhand”MajorfireinOlpeledtothelocalbranchbeing“onthebackburner”,and
thebrancheswerecommunicatingviamobilephones

6 Sleepsystems Noincident “Atelephonefailurewouldbebad”

Preparationwithemergencypowergeneratoranddatabackupinthe
cloud;however,nodependenceontheinternet,butratheronthetelephone
communication

7 Insurance Experiencedincident “Wasverycritical”

Onedaywithoutaphoneandconnectiontotheserverofthecentraloffice;
backupofalldataonharddisks,sofurtherworkwaspossible

8 Insurance Experiencedincident “Hadtosendsomeemployees
home”

Notelephoneavailabilityforthreedays;reductionofworkforce;data
securityisanobstacletocooperationwithlocalenterprisesduringincidents

9 Pharmacy Experiencedincident “Whatshouldwedo?”

Duringthepowerfailure,noaccesstomedicines,emergencyoperationat
checkoutsandemergencybatteryforcomputers;ordersviamobilephones

10 Bookstore Experiencedincident “Younoticedthedependence”

Duringthepowerfailurenoincomingandoutgoingoforderspossible;due
todependencenotpossibletomakearrangements

11 Butcher’s Noincident “Oneshouldnotalwaystake
everythingtooseriouslyandnotgo

throughlifewithtoomuchfear”Noarrangementsforcrises;powerfailurewouldleadtotelephone
coordinationofrefrigeratedtransport;logisticallydifficult

12 Fashionstore Noincident “Mucheasiertocrossovertothe
othershops”

Arrangementsaremadeespeciallybythecaretaker;internetishardlyused;
safetytechnologyisassociatedwithhighcosts

13 HomeDesign Noincident “Idonotevenknowifyouneedto
havesomethinglikethat?”

Noprecautions,butinsuranceagainstvandalism,theft,etc.;verbal
communicationseemscompletelyadequateinacrisis

14 Fashionstore Noincident “Itispossiblethatthecheckout/
phone/internetfails,butthatisnot

thatimportant”Sofar,noincidents;lowdependenceoncheckoutfunctionality,telephone
andinternet;goodneighborhoodissufficientforcrises

15 Delicaciesstore Experiencedincident “Hopefullynotcomingagain”

Duringthepowerfailure,thephonedidnotwork;hardlyanyrestrictions,
thereforenoneedforaction

16 Textilesstore Experiencedincident “Theincidentoccurredsuddenly
andnothingcouldbesaved”

Wheninstallingpipesinfrontoftheshop,thebasementwasflooded,
devicesweredamaged;cooperationwithtechniciansandanITenterprise;
encouragedbusinesspeopletohaveathemenightforsafetyissues

17 Estatebrokerage Experiencedincident “Runsbyitself”(Note:relatedto
possibilitiesofcooperation)

Duringnetworkfailurewithoutinternetandtelephone;dailydoubledata
backupinbranchandcentraloffice;inaddition,installedfirealarmsystem;
sensitivityofemployeesisimportant

18 Icecreamshop Noincident “Everyonelooksathisneighbor”

Considersespeciallytheriskofpowerfailure,ascoolingsystemswould
beaffected;costsforfacilitiesthatsupportemergencypoweraretoohigh;
in-depthlocalcooperationnotnecessary

19 Leathergoods Experiencedincident “Officegrapevineisimportant”

Duringthepowerfailureseverelyrestricted,thenahandwrittensystem
(bills,etc.)wasintroducedforemergencies
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eighttimes,internetfailuresfourtimesandnon-functioningECcardreadersthreetimes.Theimpact
onbusinesscontinuityrangesfromstrongtechnicalconstraints,whichresultedinemployeesbeing
“senthome”(8),tofailingorderingandbillingsystems(10,19)andto“completestop”ofstationary
andonlinebusiness,whatwascommentedbytheintervieweewith“Welivedfromdaytoday”(4).
Insurersreducedtheiractivitytolocalafter-salesservice(7,8)andonlyoneenterpriseinthesample
foundatemporarysolutioninplacingordersprovisionallyviamobilephones(9).

2. Did you implement security measures in your enterprise for the event of infrastructural 
shortcomings or interference in the enterprise’s infrastructure from outside? (Power failure, 
weather disaster, water pipe breakage, hacker attack, terrorist attack, etc.)

Elevenenterprisesrespondedwithno(“Ithasnothappenedyet, thusyoudonoteven think
aboutit”;“Ifithappensagain,wewouldalsowait”).Cameraswerementionedassafetyprecautions
bythreemicroenterprises;emergencygenerators,serverprotection,insurance,firealarmsystem,
andextinguisherseachmentionedtwotimes;anddatacloud, localbackups, firewall,emergency
exit,andfiredoorseachmentionedonce.However,duetothenatureofthequestion,enterprises
alsoexpressedreasonsfornottakingprecautionarymeasuresbeforeevenaskingthethirdquestion:
Forinstance,previousincidentsweretoorare,makingpreventivemeasurestooexpensive,orthe
hardware/machinery was incompatible (“The old cooling systems cannot connect an emergency
generator,newplantswouldcosttoomuch,andtheywouldnotbeasgoodastheoldones,sothey
willnotbereplaced”).Furthermore,otherpersons(boss,caretaker,technician,etc.)wereconsidered
responsibleincaseofemergency.

3. If your enterprise does not (or cannot) take action for some emergencies, what are the obstacles 
or reasons? (Budget, profitability, time, etc.)

Fiveenterprisesexpressedthataninfrastructurefailurewouldhavenoimpactonday-to-day
business.Furthermore,twoenterprisesclaimedthatthecostofadequatesecuritymeasuresistoo
highandthattherearenosafety-criticalexperiencessofar,thustherewasnoperceivedneedforsuch
measures.Otherparticipantsmentionedthatthereisonlyapartialinfluenceonday-to-daybusiness
(“Anyonecanovercomehalfanhour”),thetakeoverofthebusinessbyanotherbranch,sothatthe
responsibilityforsecuringthebuildingliedwiththelandlord,andindicatedgeneralhelplessness,
inexperiencewithopportunitiesofactionordoubtabout theireffectiveness indisastersituations
(“Littleonesmuddlethrough”;“Onecannottakeanyprecautionsbecauseoneisdependentonothers”).

4. Are the employees prepared or trained for emergencies?

Twelve enterprises reported that their employees are not being trained in contrast to four
enterprisesthathavealreadygivenemployeetraining.Intwoenterprises,thechiefwasresponsible
forallformsofcrisismanagementand,inonecase,theenterprisewasrunbyonlyoneperson.Some
enterprisesindicatedthetypeoftraining,suchashygieneandinformalraidtraining,bothtwotimes.
Otherparticipantsindicatedthattrainingwasnotrequiredforthestaff,sincebackupswereestimated
tobesufficientfortheenterprise;thattheentrancedoorwaslockedeverytimetheworkerwentto
thebathroom,becausethereisonlyoneemployeeatatimeatthestore;thatinthecaseof“strange”
orsuspiciouspersonsintheshop,employeeswenttopositionsnearescaperoutes;andthatpepper
spraywasboughtfordefenseagainstattackers.

5. Is there any form of collaboration with other (resident) enterprises, regardless of the is-sue of 
security?
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Inthiscontext,nineparticipantsexpressedthatthereisnocollaborationatall.Forthemostpart,
enterprisesdidnotseeanyaddedvalueofcollaborationoronlyrecognizedaneedforspecificcases,
suchasreferencinganotherenterpriseincaseofnon-availabilityofimportantgoods(“Weonlysend
customerstoanotherpharmacyifwedonothavethemedicines”).Fiveofthesurveyedenterprises
named neighborly collaboration, primarily in the form of verbal communication by telephone
or in person, and five cited business collaboration or outsourcing. Three enterprises mentioned
collaborationswithotherbranches,i.e.withinthefranchiseorenterprise-internalstructures,andone
indicatedacooperationwithanon-profitassociation.

6. In your opinion, what are the relevant possibilities for collaboration regarding safety-critical 
events?

Fiveenterprisesexpressthatthereisnonecessityoftakingfurthercollaborationopportunities,
andthreeenterprisescannotimaginearealisticandmeaningfulformofcollaboration(“Thequestion
ishow?”;Inreplytothequestion,iftheneighborcouldhelp:“Shecannothelpmeeither”)andtwo
enterpriseswouldbebasicallyinterested,butsawnowaytocooperatewithothers(“Intheory,you
canhelpotherswithyouremergencygenerator,butIdonotwanttodoit,becauseotherwiseithas
negativeconsequencesformeandevenelectricityismissingandeverythingbreaksdown”).One
participantsaidshewouldrathercontactthemunicipalityforhelpinanemergencyandanotherone
suggestedtoorganizeinformativethemeeveningsforbusinesspeopletopreventivelyinformthem
aboutanyrisksandsafetymeasures.Anotheridea,i.e.incaseofatheft,wastomakeadirectcall
withperpetratordescriptionforimmediatepublication,sothatotherscouldlearnaboutitandwould
bewarned.Furtherenterprisesemphasizedthattheywouldnotfearanymajorrestrictions(“One
shouldnotalwaystakeeverythingtooseriouslyandnotgothroughlifewithtoomuchfear”).

Development of Categories
Thedeductivedevelopmentofacategorysystemrevealedfourmaincategories:crisisawareness
(C1), technological dependence (C2), action strategies (C3) and communication strategies (C4).
Theinterviewdatawerecriticallyexaminedforrelationsandinterpretedtoderivesubcategories,i.e.
deliberateconfrontation(C1.1)andnoconfrontation(C1.2)forcrisisawareness,andtoassignthe
participants’statementstothesubcategories.Foreachcategory,somestatementsservedasanchors
ofcategorycoding(Mayring,2000),whichareextendedbyfurtherstatementsthatareinlinewith
thesubcategory(Figure1).

Crisis awareness: Regarding the crisis awareness of micro enterprises, the empirical data
suggestedadistinctnessbasedontheconfrontationwithcrises.InresponsetotheTelekompower
failure,asubsetoftherespondentsshowedadeliberateconfrontation(C1.1),whiletheothersubset
showednoconfrontation(C1.2).However,crisisawarenessoftenfocusedonindividualsecurity-
relatedissues,notablydatasecurity(6,10,16,17),protectionofbusinesspremisesfromfire,burglary,
anddamage(13,18,19)orcashregisterandorderingsystems(9,10).Acomprehensive,process-
orienteddiscussion,asformulatedbytheDINstandard(ISO22301,2014),didnottakeplace.In
contrast,amongtheparticipantswhodidnotdealwithcrises,theperceptiondominatedthatcrises
happen rarely and pass quickly. Thus, adapting the workflow with responsibilities or additional
processeswasevenseenasadistraction.Theownerofahairdressingsalonexpressedthisconcisely:
“Ithasnothappenedyet,thusonedoesnoteventhinkaboutit”(3).Whenaskedabouttherestrictions
causedbythetelecompowerfailure,oneparticipantcounteredthatthiswastheonlyincidentsofar,
whichhopefullywillnothappenagain(15).

Technical dependency:“Dependence”wasmentionedseveraltimesinthecontextoftechnical
infrastructures(4,8,9,10).Abooksellerwhoseorderingsystemsdidnotworkduringthepower
failurestated:“Itwasterrifying,younoticedthedependence”(10).Apharmacistaskedaboutsecurity
measuresaskedback:“Whatshouldwedo?”,shewasdependentonexternalproviders(9).Closer
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inspection showed that the participants differed in their perceived technical dependence. Micro
enterpriseswhosebusinesscontinuitywaslimitedduringthepowerfailurecanbecharacterizedby
ahightechnicaldependence(C2.1)ofinfrastructures.Participantsoftennamedthefailureofphones
(4,7,8,9,17),checkoutandorderingsystems(9,10,19)andtheinternet(4).Incontrast,many
participantsindicatedalowtechnicaldependency(C2.2).Theseparticipantspartlyrememberedthe
failureofthephonesbutconsiderthisas“notthatbad”(15,18).Theownerofatailoringreplied,
“Idonotneedthephone,thathardlyhitsme”(1).Afashionstorealsoconsideredthefailureofthe
checkoutsystemandtheinternet“notthatimportant”(14).Thisgroupofparticipantssawalow
relevanceofthetechnicalinfrastructureforthebusinesscontinuity.Itshouldbenotedatthispoint
thatthetechnicalinfrastructureofpowersupplyisaspecialcase,forwhichthisgroupalsorecognized
alargedependence.However,theyfacedthedangerofapowerfailurepragmatically.“Anyonecan
bridgehalfanhour”(3),athree-dayoutagewouldbe“stillacceptable”(1)orvariable:“Ifthepower
goesdown,Iclosethedoororwriteinvoicesbyhand”(5).

Action strategies:Indealingwithcrises,theparticipantsdifferedintheiractionsandattitudes.
Theexaminingofempiricaldatarevealedthecategoriesofactivesolutionfinding(C3.1)andpassive
solutionexpectation(C3.2).Someparticipantswereactivelyseekingwaystomanageoratleast
containthecrisis.Inresponsetoapowerfailure,twoparticipantsswitchedtocommunication(9)or
productorders(7)viamobilephonesandtelephonesafterthemobilenetworkitselfbecameavailable
again.Inaddition,someenterprisestookprecautionarymeasurestogainoperationaltimeduring
crises.However,measuresofthiskindwerelimitedtoemergencygenerators(2,6,9)andautomated
databackups(6,10,16,17).Mostparticipantssawthemselvesashavingapassiveroleincrises,
consideringlocalinstitutionstoberesponsible.Intheeventofapoweroutage,oneenterprisewould
“callthemunicipality”(1)andanotherenterprisewouldwaitanotherhalfanhoursinceproblems
ofthiskindareusuallyresolvedquickly(3).Theinactivitywasmainlymotivatedbythefactthat,in
caseofacrisis,alternativesfortherestorationofoperabilityweremissing(participantswithlarge
technicaldependence)or thatonlya fewcrisesnegativelyaffected thebusinesscontinuityatall
(participantswithlowtechnicaldependency).Inthelattercase,oneparticipantrememberedaflood
inthiscontext,buttheenterprisewasnotaffected(3).Inindividualcases,theresponsibilitieswere
“outsourced”toexternalservices,suchasITsecuritytechniciansandenterprises(16),caretakers
(12)orcorporateheadquartersinchainstores(2,17,19).

Communication strategies: There were also differences regarding communication in
crises, although the samplehad a clear tendency toward less information- and solution-oriented
communication, compared to action strategies. The sample includes micro enterprises that are
motivatedtocommunicatelocally(C4.1)intheeventofacrisis.Afashionbusinessstorefocused
particularlyontheftprotectionandwasinclosecontactwithlocalbusinessestoshareinformation
(12).Anotherparticipantmentionedinthiscontext:“Everyonelooksattheirneighbors”(18).The
ownerofatextilesstoreconsideredpersonaldiscussionsandexchangeswithothersonsafetyissues
tobe importantandencouraged the ideaof local themeevenings(16).However, itcouldnotbe
determinedtowhatdegreethisreadinesstocommunicatelocallycanalsobeextendedtodisaster
management.Inadditiontolocalcommunication,amotivationtointernalcommunication(C4.2)
wasrecognizable.Thiscategorycoversbranchesthat incaseofcrisiscoordinatedwiththehead
office(2,8,17)orotherbranches(5,8).Communicationwiththecorporateheadofficewasusually
usedtoobtaininformationabouthowtoproceed.Duringthepowerfailure,aninsuranceenterprise
forwardedallincomingcallsdirectlytoanadjacentbranch(8).However,mostparticipantssawno
benefitincross-enterprisecommunicationsothatoftennocommunication(C4.3)tookplaceatall.
Itisworthnotingthatthecommunicationofsecurityissuesrarelytookplaceevenwithinenterprises.
Responsibilitiesinacrisiswereinmanycasesnotfixedorthe“bossistryingtofixeverything”
(7).Thequestionofhowcollaborationwithotherenterprisescanbedesignedmeaningfulwasalso
raised(10,13).
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4.3. Group Comparisons and Labeling
Theaimofthefinalanalysisstepwastheidentificationandlabelingofsubgroupsbasedontheprevious
categorization.Theidentifiedsubgroupsofpreventivetechnicians,data-intensivechainsandpragmatic
jumpers,however,arenotclearlydefinedwithoutanyoverlap.Inindividualcases,theallocationwas
basedonthedominatingcharacteristicsoftheassociatedgroup.Forexample,thesampleincludesa
preventivetechnicianwhosawhistechnicaldependencyasratherlow(6)orapragmaticjumperwho
wasveryawareofhisdependencyontechnology(4).Inthedetailedcasestudy,however,itbecame
clearthatthecharacterizingfeatureswerepredominantlyfulfilled.Theempiricaldatasuggestedthat
mostmicroenterprisescanbedescribedaspragmaticjumpers,althoughthesamplesizeandregional
limitationoftheempiricalstudyallowonlyafirstinsightintounderlyingpatterns.

Preventive Technicians:Afirstsubgroup(participants:6,9,10,16,19)ischaracterizedby
theirhightechnicaldependency(C2.1).Theseenterprisesrecognizetheirdependencyontechnical
infrastructuresandareawareoftheriskoffailuresandcrises(C1.1).Therefore,theyhaveusually
takenoneormorepreventivemeasurestoensuresafetyintheeventofacrisis(C3.1).Measures
focusprimarilyondatasecurityandemergencypower.Inacrisis,thisgroupreliesonimprovisation
withtheresourcesavailable.Theyseelittlebenefitincross-enterprisenetworkingbutmaybelocally
networked(C4.1andC4.3).

Data-Intensive Chains:Thesecondsubgroup(participant:2,7,8,17)isalsocharacterizedby
ahightechnicaldependency(C2.1)duetotheinterdependencyoftherespectiveenterprisewitha
superordinatecorporateinfrastructure.Thesearebranchesthatexchangeinformationwithacentral
officeand,ifnecessary,otherbranches.Theinformationchannelsandresponsibilitiesareoftenclearly
structuredwithintheenterprise(C4.2).Enterprisesinthisgrouphaveanintensiveandregulateddata
traffic.Thereisastrongawarenessofthesensitivityofsuchinfrastructures(C1.1).Theseenterprises
areoftenpreparedforacrisis,especiallyregardingdatasecurity.Intheeventofanemergency,they
benefitfromregulatedcommunicationandfixedresponsibilities,whichmeansthatsolutionscanbe
foundquickly(C3.1).However,incontrasttopreventivetechnicians,on-sitesolutionfindingoften
focusesonthebranchmanagement,whichcoordinatesactionswithcentraloffices.

Figure 1. Coding and quantification of category affiliation by participant assignment
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Pragmatic Jumpers:Thelargestsubgroup(participants:1,3,4,5,11,12,13,14,15,18)of
theparticipantsdiffersfromthepreviousonesduetotheirlowcrisisawareness,havingnodeliberate
confrontationwithpossiblecrisisscenarios(C1.2).Therefore,thisgroupremainsreservedregarding
theimplementationofsafetyprecautions(C3.2).Inthecontextofcrises,thisgroupmainlysees
littlebenefit incross-enterprisecollaboration(C4.3).Inanemergency,theyrespondcalmlyand
areoptimisticthatthecrisiswillsoonbeover.Incontrasttotheformergroups,thisonetendstobe
moreflexibleintimesofcrisis,ifthepowersupplyisguaranteed,asithasaratherlowdependency
onothertechnicalinfrastructures(C2.2)andlackspreventiveformalstructures.

5. dISCUSSIoN

Theconductionandinvestigationof19semi-structuredinterviewswithmicroenterprisesinSiegen
revealeddifferencesintheircrisisawareness,technicaldependency,aswellasimplementedactionand
communicationstrategies,leadingtothedefinitionofthethreesubgroupsofpreventivetechnicians,
data-intensivechainsandpragmaticjumpers(Figure2).Inthefollowing,wediscussourfindings
with regard tomicroenterprises’perceptionofBCM(RQ1)and their strategies forovercoming
businessdisruptions(RQ2).

“How do micro enterprises perceive business continuity management?” (RQ1): We found
out that theperceptionandimplementationofBCMinmicroenterpriseswithinoursamplewas
influencedbytheircrisisawarenessandtechnicaldependency.Intermsofcrisisawareness,existing
literaturesuggeststhatpastincidentsorhypotheticalincidentscenariosarestrongdriversforthe
implementationofbusinesscontinuitymeasures (Niemimaa,2015).Fora largersubsetofmicro
enterprises,itmustbestatedthatacrisisawarenessisscarce.Thisgroup,characterizedaspragmatic
jumpersintheinvestigation,doesnotsimplyabandonedtheuseofmanagementsystemsforBCM
foreconomicreasons,butfundamentallydoubtsitsnecessity.Also,thepreventivetechniciansdo
notseeaneedatallforappropriatemanagementsystems,althoughtheyhighlydependontechnical
infrastructures and are aware of the risks. Finally, data-intensive chains are highly aware of the
sensitivityof infrastructuresas theycanbecharacterizedbyahightechnicaldependency.While
thebusinesses’increasingdependencyoninformationsystems(Orlikowski&Scott,2008)seemsto
alsoincreasetheawarenessoftechnologicalrisksinmicroenterprises,moreeffortsatpersuasionin
termsofBCMmeasuresseemtoberequiredformicroenterpriseswithlowtechnicaldependency,
suchaspragmaticjumpers.

Figure 2. Summary of procedure and results of the empirical investigation
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“Whataremicroenterprises’strategies forpreventingorovercomingbusinessdisruptions?”
(RQ2):Weidentifiedthatdependingonthedegreetowhichbusinessesarecrisisawareandtechnically
dependent,differentactionandcommunicationstrategiesareapplied.Whilepragmaticjumpersreact
optimisticallyinacrisisnotcooperatingwithotherenterprisesandwaitinguntilthecrisisisover,the
preventivetechnicianspreventpossiblerestrictionsonbusinesscontinuityandrelyonimprovisation
intimesofcrisis.Thedata-intensivechainsaremostlikelytoshowaprocessorientationthrough
structuredinformationchannelsandresponsibilities,which,however,areusuallylimitedtothebranch
managementand,initslowcomplexity,arenotcomparabletocurrentstandards.Inaccordancewith
previousstudies(Mansonetal.,2015;Thiel&Thiel,2010),standardssuchasISO22301,promoting
formalizedanddocumentedprocessesofbusinessimpactanalysisandriskassessment,areproving
tobetoorigidandcomplexforimmediateapplicabilitytomicroenterprisesthatbenefitfromhigh
flexibility,lowformalizationandfrequentimprovisation.

TheresultsoftheempiricalstudyshowthatBCMdoesnotgenerallytakeplaceonaprocess-
orientedlevelinmicroenterprises.Thediscrepancybetweenrealityandtheassumedimportanceof
BCM,forexampleasthe“corevalue”ofanenterpriseaccordingtoEstall(2012),isobviouslyvisible
inmicroenterprises.Thisisremarkablesincethestandardclaimstobeapplicabletoenterprises
ofallsizes.Againstthisbackground,ICTsupportpotentialsandmeasuresmustbefoundthattake
intoaccountthelimitedresourcesofmicroenterprisesandmaketargeteduseoftheirstrengthsin
termsofflexibilityandimprovisation.That,incombinationwith“lightweight,simpleandefficient
BCMasaservice”(Reuter,2015)mighthelpmicroenterprises(andSMEs)increasingtheircrisis
awareness,understandingtheirtechnicaldependencies,aswellasdevelopingmorerobustactionand
communicationstrategiestoclosethegaptoformalizedanddocumentedprocesses,forinstance,as
suggestedbyISO22301.

6. CoNCLUSIoN

The recent increase of man-made crises and natural disasters that potentially disrupt business
operationsmotivatestheneedforbusinesscontinuitymanagement(BCM)insmallandmedium-sized
enterprises(SME).However,previousresearchrevealedalackofcontinuityplansinSMEs,probably
duetothecomplexityandcostofimplementingBCM(Herbane,2010;Thiel&Thiel,2010).Micro
enterprisesfaceparticularchallengesintermsofmoney,timeandpersonnel(Bergmann&Crespo,
2009;EuropeanCommission,2005).Furthermore,thesecuritylevelinSMEsispartlyatnon-economic
levels,meaningthattheyareinsufficientlypreparedcomparedtotheirpotentialrisks(Reuter,2015).

Theaimofthestudywastogainnewinsightsintothemicroenterprises’perceptionofBCM
andtheirstrategiesforhandlingbusinessdisruptions.Toaddressourresearchquestions,asurvey
wasconductedwith19independentmicroenterprisesinSiegen(Germany)whoexperiencedatotal
powerfailurein2013thatresultedinatotalofmorethan500,000telephoneconnectionsbeingnon-
functional.Theempiricalstudyhighlightsthelowcrisisawarenessandvaryingtechnicaldependency
ofmicroenterprisesand,dependingontheseinfluencefactors,actionandcommunicationstrategies

Table 3. Observed features and their manifestations in micro enterprises

Features (Categories) Manifestations (Subcategories)

Crisisawareness Deliberateconfrontation(a,b),noconfrontation(c)

Technicaldependency Hightechnicaldependency(a,b),lowtechnicaldependency(c)

Actionstrategies Activesolutionfinding(a,b),passivesolutionexpectation(c)

Communicationstrategies Local(a,c),internal(b)ornocommunication(a)
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currentlyapplied.Basedonthesefactors,acategorizationofmicroenterprisesinto(a)preventive
technicians,(b)data-intensivechainsand(c)pragmaticjumperswassuggested(Table3).

Thisstudyhaslimitationsduetoitsexploratorycharacterandsmallsamplesize:therelative
distribution of the identified subgroups is significantly influenced by the random selection of
enterprises, resulting in a largenumberof retailers, and the studydesign imposes abiasdue to
the regional focus. Thus, the results are only of limited significance and do not display micro
enterprisesinarepresentativeway,limitingthedeductionofgeneralstatements.Instead,theresults
canonlyserveastrendsthatneedfurtherexamination.However,ourresultsrelatetothefindings
ofNiemimaa(Niemimaa,2015),whocategorizesbusinesscontinuityenablersintermsofsalience,
technology,modelsandsocialaspects,whichcorrespondtoourderivedcategoriesofcrisisawareness,
technologicaldependence,actionplansandcommunicationplans.

Takingthelimitationofthisstudyintoaccount,itwouldbenecessarytodevelopamoreadvanced
classificationschemeforbusinesscontinuitystatesandenablers,tryingtoidentifydifferencesbetween
microenterprises,SMEsandlargeenterprisesinamoresystematicmanner.Furthermore,apre-
clusteringofenterprisesintermsofbranchaffiliationwouldhelptoacquireamorerepresentative
sampleforassessingtheneedofBCMacrossbranches.Sincequalitativeempiricaldatacanhelp
tobetterunderstandspecificneeds,attitudesandmotivationstowardsBCM,weplantodevelopa
morecomprehensivequalitativestudy.WealreadyinterviewedsixSMEsofbiggersizeandplanto
interviewfurther20enterprisesusingamoreadvancedguideline.Thequalitativeinsights,asystematic
literaturereviewandamarketsurveyoncurrentBCMsystemswillbeusedtodesignarepresentative
surveyofGermanSMEstoachievemoregeneralizableresults.
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